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Quantum random number generators can provide genuine randomness by appealing to the fundamental
principles of quantum mechanics. In general, a physical generator contains two parts—a randomness
source and its readout. The source is essential to the quality of the resulting random numbers; hence, it
needs to be carefully calibrated and modeled to achieve information-theoretical provable randomness.
However, in practice, the source is a complicated physical system, such as a light source or an atomic
ensemble, and any deviations in the real-life implementation from the theoretical model may affect the
randomness of the output. To close this gap, we propose a source-independent scheme for quantum random
number generation in which output randomness can be certified, even when the source is uncharacterized
and untrusted. In our randomness analysis, we make no assumptions about the dimension of the source.
For instance, multiphoton emissions are allowed in optical implementations. Our analysis takes into
account the finite-key effect with the composable security definition. In the limit of large data size, the
length of the input random seed is exponentially small compared to that of the output random bit.
In addition, by modifying a quantum key distribution system, we experimentally demonstrate our scheme
and achieve a randomness generation rate of over 5 × 103 bit=s.
DOI: 10.1103/PhysRevX.6.011020
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I. INTRODUCTION
Random numbers play important roles in many fields,
such as scientific simulation [1], cryptography [2], testing
fundamental principles of physics [3], and lotteries.
Different applications require different levels of randomness. In cryptography, input randomness is one of the
security foundations in communication protocols. In fact,
many commercial products for generating random numbers
exist in the market; such products function under various
information-theoretical or computational assumptions.
In computer science, random number generators (RNGs)
are based on generating pseudorandom numbers [4] in
which a random seed is expanded according to some
deterministic procedure. By definition, these RNGs produce sequences that are not truly random. Although these
sequences usually attain a perfect balance between 0s and
1s, strong long-range correlations exist which undermine
cryptographic security and may cause unexpected errors
in scientific simulations.
In contrast, hardware RNGs originating from physical
processes, such as noise in electric devices, nuclear fission,
and circuit and radial decay [5–11], are believed to be able
to offer better random numbers. However, it is unclear
whether they are truly random because these RNGs
*
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normally involve complicated classical physics processes
that produce no randomness.
To solve this problem, the new field of quantum random
number generators (QRNGs) has emerged. These generators
stem from the uncertainty principle in quantum mechanics
and are therefore inherently random. Existing QRNG
methods include single-photon detection [12–15], vacuumstate fluctuations [16], and quantum-phase fluctuations [17].
These approaches have developed to the point that some
commercial QRNG products are available [15,18–21].
A typical QRNG can be decomposed into two modules:
a randomness source (quantum-state preparation) and its
readout (measurement), as shown in Fig. 1. In general, the
source emits quantum states that are superpositions of the
measurement basis. The output (raw) random numbers are
the measurement results. In many QRNGs, a short random
seed is required to assist state preparation or measurement.
As an example, consider a simple QRNG
pﬃﬃﬃ that projects
the quantum state jþi ¼ ðjHi þ jViÞ= 2 emitted from a
single-photon source on the horizontal and vertical polarization bases jHi, jVi. This QRNG can be divided into two
modules, as shown in Fig. 1(a). Randomness is guaranteed
by the intrinsically probabilistic nature of quantum physics.
Hereafter, we denote jHi, jVi (jþi, j−i) as the Z-basis
(X-basis) eigenstates.
Existing practical QRNGs suffer from security loopholes
if the devices are not perfect. In the source readout model,
the measurement device can normally be trusted because of
its simple structure. For instance, in the previous example,
the measurement is a simple demolition measurement
on the polarization basis. In contrast, the randomness
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FIG. 1. Illustration of a generic QRNG setup in which we take
photon polarization as the example. H and V refer to horizontal
and vertical polarizations, respectively. PBS refers to a polarizing
beam splitter. (a) The source functions normally (trusted) and sends
superpositions of H and V polarizations, which offer quantum
randomness. (b) The source malfunctions (untrusted) and sends H
and V polarizations in a predetermined order, which should output
no genuine randomness. From the measurement result viewpoint,
one cannot distinguish these two cases.

contained in a source, such as a laser or an atomic ensemble,
is normally difficult to characterize completely. If the source
malfunctions and emits classical signals instead of quantum
ones, the outputs may not be truly random. Consider the
worst-case scenario in which the devices are designed or
controlled by an adversary Eve. Eve can employ a pseudoRNG to output a fixed (from Eve’s viewpoint) string that
still appears random to Alice. More concretely, in the
example of the previous paragraph, when a dishonest source
emits Z-basis instead of X-basis eigenstates for the Z-basis
measurement, the output will just be a fixed string, as shown
in Fig. 1(b). From this perspective, with given measurement
devices, justifying the randomness in a source is crucial to
generating randomness.
Most existing QRNGs use complicated physical models
[17,22] to quantify their sources. For example, the dimension
of the source is sometimes assumed to be a fixed known
number [23]. The underlying models implicitly assume
the existence of randomness in the first place, but this
assumption cannot be verified experimentally. Therefore, to
achieve truly reliable randomness, there is a strong motivation to avoid the use of such models. Note that removing
the dimension assumption is the key challenge to the
analysis for device-independent scenarios.
Thus, a QRNG without trusting the source (source
independent) is both theoretically and practically meaningful
and greatly needed. A device-independent QRNG [24] can
generate randomness without having to trust the devices.
This type of QRNG requires a short seed for device testing,
which is the reason why they are also called randomness
expansions [25–27]. By observing the violation of a certain
Bell’s inequality, such as the Clauser-Horne-Shimony-Holt
inequality [28], one can guarantee the presence of
randomness without any assumptions about the source

or the measurement device. The main drawback of deviceindependent QRNGs is that they are not loss tolerant,
which typically imposes very severe requirements on
experimental devices. Furthermore, this type of QRNG
generates random numbers at rates that are very low for
practical applications. The highest speed of this type of
QRNG has, so far, been reported to be 0.4 bps [29].
Here, we propose a source-independent QRNG
(SIQRNG) scheme that is loss tolerant and hence highly
practical. In particular, our scheme allows the source to
have arbitrary and unknown dimensions. The loss-tolerance
property enables potential high-loss implementations of our
scheme, such as in integrated optic chips or with inefficient
but cheap single-photon detectors. We analyze the randomness of the scheme based on complementary uncertainty
relations. Our analysis takes into account several practical
issues, including finite-key-size effects, multiphoton components in the source, initial seed length, and losses. The
analysis combines several ingredients from the security
proof of quantum key distribution (QKD), a rich subject
that has developed over the last two decades. These
ingredients include phase error correction [30], random
sampling [31], and the squashing model [32]. Since the
squashing model shows the equivalence between threshold
detectors and qubit detectors [32], our scheme allows the
source to have an unfixed finite dimension as well as an
infinite dimension. For simplicity, in the rest of the paper, we
assume a two-level (bit) output system. All our techniques
can be directly applied to cases with more outputs.
In many theoretical aspects, there are strong similarities
between QKD and QRNG. For example, the security
definition in QKD can be applied to the definition of
randomness in QRNG, and similar proof techniques can be
applied to both, as we do in the later analysis. However,
in some practical scenarios, there are subtle differences
between the two. For example, local randomness is free
in QKD but not in QRNG. A more crucial difference lies
in the trustworthy components of QKD and QRNG, in
practice. In QKD, the sender and receiver are two remotely
separated parties, so an adversary could intercept and
resend the transmitted signals in the quantum channel
and then take advantage of the imperfections of measurement devices to perform attacks. Thus, compared to the
source, the measurement device becomes a more vulnerable
part of a QKD system.
Different from QKD, source and measurement devices in
QRNG are normally local, so attacks aimed at imperfections in measurement devices seem more artificial than
practical. The main purpose in studying the untrusted
device scenario in QRNG is to address device imperfections. This subtle difference may lead to deviations between
QKD and QRNG. For instance, it is reasonable to assume
that Alice can characterize the measurement device for
QRNG well and trust it during random number production.
Furthermore, compared to QKD, the source in QRNG
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involves a complicated design so that the QRNG is fast
and convenient. For instance, in a recent experiment [33],
a QRNG was demonstrated based on measuring lightemitting diode (LED) light with a mobile phone. Such
sources are hard to characterize and could possibly be
manipulated by Eve, but one can reasonably trust one’s
own mobile phone. From this viewpoint, the source in
QRNG is at least as problematic as the measurement. Thus,
in our work, we take the reasonable assumption that the
measurement device can be characterized well but not the
source. Note that the opposite scenario, where the source
rather than the measurement device of QRNG is trusted,
has also been recently investigated [34].
To show the practicality of the proposed scheme, we
provide a proof-of-principle experimental demonstration
by simply modifying a QKD system. We experimentally
examine the effect of different detector efficiencies on
the randomness generation rate. Under a practical total
transmittance, a high randomness generation rate can be
achieved.
The organization of the paper is as follows. In Sec. II, we
present our protocol. In Sec. III, we analyze the protocol
and calculate the min entropy of its output after investigating various practical scenarios. In Sec. IV, an experimental demonstration of our protocol is performed.
Finally, we conclude in Sec. V.
II. PROTOCOL
A schematic of our SIQRNG protocol is shown in
Fig. 2(a). Here, we take an optical implementation as

FIG. 3. Source-independent QRNG with the finite-data-size
effect. The results are proven in Sec. III.

FIG. 2. (a) Measurement model for SIQRNG. The quantum
state first passes through a squasher and is projected as either a
qubit or a vacuum. Then, the output qubit is measured in the X or
Z basis chosen by an active switch. There are two outcomes for
each basis measurement, corresponding to the two eigenstates
of the basis. (b) An optical implementation of the SIQRNG in (a),
as discussed in Sec. III A. Here, Pol-M refers to a polarization
modulator, PBS refers to a polarizing beam splitter, and D0 and
D1 are the threshold detectors.

the example, as shown in Fig. 2(b). All our results apply
similarly to other implementation systems. Quantum signals from the source first go through a modulator that
actively chooses between the X and Z bases. Then, a
polarizing beam splitter and two threshold detectors perform a projective measurement. Since two detectors are
used, there are four possible outcomes: no clicks (losses),
two single clicks, and double clicks. This implementation is
equivalent to the schematic setup of the squashing model
as discussed in Sec. III A. The details of the protocol are
presented in Fig. 3.
III. ANALYSIS
In this section, we analyze the randomness output of
the SIQRNG protocol. Strictly speaking, like deviceindependent QRNGs, our scheme is a randomness expansion scheme, in which a random seed is used to generate
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extra independent randomness. The procedure of parameter estimation is an analog to the phase error rate
estimation in QKD postprocessing [36]. Randomness
extraction is mathematically equivalent to privacy amplification in QKD. The difference between the biased
measurement used here and the biased-basis choice
QKD protocol [39] is that the number of X-basis measurements is a constant in our case, whereas in QKD,
this number must go to infinity when the data size is
infinitely large.

FIG. 4.

An equivalent protocol of source-independent QRNG.

B. Complementary uncertainty relation

A. Squashing model
In the SIQRNG scheme, we assume that measurement
devices are trusted and well characterized. The key
assumption here is that the measurement setup is compatible with the squashing model. In other words, a measurement can be treated in two steps. First, the (unknown
arbitrary-dimensional) signal state emitted from the source
is projected to a qubit or vacuum. The projection is called a
squasher, as shown in Fig. 2(a). Then, the squashed qubits
are postselected by discarding the vacua and measuring
them in the X or Z basis. This assumption can be satisfied
when threshold detectors are used with random bit assignments for double clicks [32]. For the protocol described
in Sec. II, the X-basis measurement results are used for
parameter estimation and are then discarded in postprocessing. Thus, the random assignment can be replaced
by adding half of the double-click ratio to the X-basis
error rate.
In practice, it is a challenge to verify whether a measurement setup is compatible with the squashing model.
Much effort has been put into this question [40]. The key
point here is to make the two detectors respond equally to
(four) different qubits and hence make the measurement
device basis independent [41]. This can be done by adding a
series of filters (including spectrum and temporal filters)
before the threshold detectors to ensure that the input states
stay within a proper set of optical modes [42], in which the
detectors have the same efficiencies [32,41]. One can further
assume that Alice uses a trusted source to calibrate the
measurement devices beforehand; that is, Alice performs a
quantum measurement tomography. A similar measurement
calibration procedure should be done in most current QKD
and QRNG realizations. Here, we emphasize that the
verification of the squashing model does not affect the
source-independent property of our scheme. Thus, we leave
detailed investigation on validating the measurement setting
for future works.
Similar to the QKD case [32], we can assume that the
squashing operator is held by Eve in the randomness
analysis. By this, we mean that Eve can choose a valid
operator, so long as the output is a qubit or a vacuum. In the
following discussions, we focus on the squashed qubits. We
need to determine the min entropy associated with these
qubits in the Z-basis measurement.

First, we show intuitively why the protocol works.
According to quantum mechanics, the outcome of projecting the state jþi on the Z basis is random. Of course, in
reality, because of device imperfections, Alice would never
obtain a perfect state of jþi. Now, the key question for
Alice becomes how to verify that the source faithfully emits
the state jþi. This can be done by borrowing a similar
technique from the security analysis of QKD [30,43,44]
and considering an equivalent virtual protocol depicted in
Fig. 4, where we replace steps 5 and 6 by 50 and 60 . In steps
3 and 4 of the protocol, Alice occasionally performs the
X-basis measurement and defines the phase error rate to be
the ratio of detecting j−i. In the virtual protocol, once Alice
knows the phase error rate by random sampling tests, she
can perform a phase error correction (step 50 ) before the
final Z-basis measurement (step 60 ). From the smart design
of the phase error correction procedure [30], Alice can
make it commute with the Z-basis measurement. Thus, she
can perform the Z-basis measurement (step 5) first and then
apply randomness extraction (step 6). At this stage, all the
states have already collapsed to classical results, and the
phase error correction procedure becomes randomness
extraction (or privacy amplification in QKD) [30,43,44].
Besides QKD, the argument here is similar to the one used
in Ref. [45], where one can consider the error correction
process 50 as distilling coherence or randomness extraction.
It has been proved that the phase error correction
(randomness extraction) can be efficiently done with
Toeplitz-matrix hashing [35]. Suppose the number of qubits
measured in the Z basis is nz and the phase error rate is epz ;
then, the number of bits sacrificed in the phase error
correction is given by
nz Hðepz Þ þ te ;

ð1Þ

and the probability that the phase error correction fails is
2−te [36]. Here, HðeÞ ¼ −e log e − ð1 − eÞ logð1 − eÞ is
the binary Shannon entropy function, all the log is base 2
throughout the paper, and te is the parameter Alice picks up
by balancing the failure probability and the final output
length. Then, the number of final random bits is given by
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In practice, Alice needs to prepare a Toeplitz matrix of size
nz × ½nz − nz Hðepz Þ − te  for randomness extraction.
We note that the failure probability 2−te quantifies
fidelity between the state that results from the phase error
correction and the ideal state jþi⊗nz . In the composable
security definition [46,47], a trace-distance measure security parameter εt should be employed. Its relation to the
fidelity measure εf is given by [31]
qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
εt ¼ εf ð2 − εf Þ:

ð3Þ

In the following, we use the fidelity measure for the failure
probability, which, in the end, can be conveniently converted to the trace-distance measure security parameter.
To construct the Toeplitz matrix of size nz × ½nz −
nz Hðepz Þ − te , Alice needs to use nz þ nz − nz Hðepz Þ −
te − 1 random bits. Thanks to the leftover hash lemma [48],
the Toeplitz hashing extractor can be proven to be a strong
extractor. In other words, the output random bits are
independent of the random bits used in the construction
of the Toeplitz matrix [49]. Thus, the Toeplitz matrix can
be reused.
Our result can also be derived via a different but elegant
approach by employing a newly developed seminal uncertainty relation [50] and extending the leftover hash lemma
[48] to the quantum scenario [51]. Interestingly, the result
from that approach yields a security parameter (in tracedistance measure) that is of the order of 2−te =2 , which is
consistent with ours. Such techniques have been successfully applied in some applications, including QRNGs [23].
C. Finite key analysis
In practice, the QRNG only runs for a finite time;
consequently, the sampling tests for the X-basis measurements will suffer from statistical fluctuations. In the parameter estimation step, the key parameter epz in Eq. (2) should
be estimated (bounded) from the finite-data-size effect.
In the random sampling test, Alice measures the
squashed qubits in the X basis and obtains the error rate
ebx . Remember that, as required in the squashing model,
this error rate includes half of the double-click ratio.
Henceforth, we simply call this error rate the X-basis error
rate. Recall that the phase error rate epz is defined as the
error rate if the quantum signals measured in the Z basis are
measured in the X basis. When the sampling size is large
enough, epz can be well approximated by ebx.
Before presenting the details of the random sampling
analysis, we establish a notation. Suppose Alice receives n
squashed qubits and randomly chooses nx of them to be
measured in the X basis, leaving the remaining nz ¼ n − nx
qubits in the Z basis. Let the ratio of X-basis measurements
be qx ¼ nx =n, the number of errors Alice finds in the X basis
be k, and the total number of errors be m if Alice measured
all qubits in the X basis. Then, the number of errors in the

PHYS. REV. X 6, 011020 (2016)

qubits measured in the Z basis is m − k, which is the key
parameter we need to determine through random sampling.
The quantity m − k ¼ nz epz determines the randomness
extraction rate. Define the lower bound of epz by
epz ≤ ebx þ θ;

ð4Þ

where θ is the deviation due to statistical fluctuations.
Following the random sampling results of Fung et al.
[31], we can bound the probability when Eq. (4) fails,
εθ ¼ Probðepz > ebx þ θÞ
1
≤ pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ 2−nξðθÞ ;
qx ð1 − qx Þebx ð1 − ebx Þn

ð5Þ

where ξðθÞ ¼ Hðebx þ θ − qx θÞ − qx Hðebx Þ − ð1 − qx Þ
Hðebx þ θÞ. Note that in the unlikely event that ebx ¼ 0,
the failure probability is unbounded, and one should rederive
the failure probability or simply replace ebx with a small
value, say, 1=nx .
In practice, the failure probability εθ is normally picked
to be a small number depending on applications. In later
data postprocessing, we pick up εθ ¼ 2−100 . Once εθ is
fixed, there is a trade-off between qx and θ for the ratio of
the final random bit length over the raw data size. Thus, the
number of samples for the X-basis measurement should be
optimized for the randomness extraction rate.
One key property for the random sampling is that the nx
locations of the X-basis measurements are randomly
chosen from the total n locations; i.e., the ðnnx Þ cases are
equally likely to occur. Then, Alice needs a random seed
with a length of
 
n
nseed ¼ log
≤ nx log n:
ð6Þ
nx
The effect of loss on the seed length will be discussed in
Sec. III D. In Appendix A, we show that nx can remain a
constant, given the failure probability, when n is large.
Then, in the large data size limit, the seed length is
exponentially small compared to the length of the output
random bit. Therefore, we reach an exponential randomness expansion.
D. Practical issues
Multiphotons.—In our protocol, the source is allowed to
emit multiphotons since its dimension is assumed to be
uncharacterized. In other words, these components do not
affect the randomness of the final output. In practice,
multiphotons may introduce double clicks when threshold
detectors are used [32]; these double clicks directly
contribute to the error rate term ebx . Thus, when the
multiphoton ratio is very high, the double-click ratio will
increase to a point at which the upper bound on information
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leakage epz increases to one-half; at that point, no random
bits can be extracted according to Eq. (2) and Alice simply
aborts the protocol.
Loss.—The loss tolerance of our protocol is guaranteed
by the squashing model in which the measurement is
assumed to be basis independent [32]. This assumption can
be guaranteed by the fact that the basis is chosen after
losses. Alice does not anticipate the positions of losses, so
she effectively decides the (random) positions for X-basis
measurements before losses. The effect of loss only
decreases the number of effective X measurements, but
the positions of effective X measurements are still uniformly random in squashed qubits; this fulfills the requirement of random sampling. The detailed proof is shown in
Appendix B.
Basis-dependent detector efficiency.—Our protocol
assumes that the efficiencies of the detectors are the same.
In practice, efficiency mismatches would cause the measurement to be different for the two bases (basis dependent).
A viable way to deal with this imperfection is to recalculate
the rate as a function of the ratio between the efficiencies of
the two bases, employing the technique used in QKD [41].
As indicated by the result in QKD [41], the random number
generation rate will slightly decrease when there is a
small mismatch in detector efficiencies. More precisely,
we denote the ratio between the minimum and maximum
efficiencies of the two detectors as r ≤ 1; then the key size
becomes rnz ð1 − H½ðebx þ θÞ=rÞ − te bits. We leave a
detailed analysis of this imperfection for future work.
Double clicks.—Our analysis takes into account the
effect of double clicks by adding half of the double-click
ratio to the X-basis error rate, as required in the squashing
model. This is also essentially why multiphoton states can
be used on the source side without affecting final randomness. Note that double clicks should not be discarded freely
in the measurement. Otherwise, a security loophole will
appear, namely, a strong pulse attack [52]. In a strong pulse
attack, Eve always sends strong signals (with many
photons) in the Z basis. Suppose she sends a strong state
in jHi; if Alice chooses the Z-basis measurement, a valid
raw random bit will be obtained, but if she chooses the X
basis, a double click is likely to happen. In our protocol,
when Alice chooses the X-basis measurement, she should
get an error (resulting in j−i) with a probability of one-half.
If Alice simply discards all double clicks, Eve’s attack will
not be noticed. This attack cannot be explained by a qubit
measurement. This is intuitively why the squashing model
requires random assignments for double clicks.
Basis choice.—When choosing X- or Z-basis measurements, an input random string of length N (as a seed) is
needed. Suppose the number of X-basis measurements to
be performed is N x ; then, Alice chooses N x positions out of
N with equal probability, i.e., with probability ðNNx −1 Þ. Then,
she needs a seed length of logðNNx Þ. This is similar to Eq. (6),
with the difference that before the measurement, Alice does

not know the positions of losses. More details on how to
dilute a short random seed to a longer (partially random)
one are provided in Appendix C.
Intensity optimization.—The intensity of the source
should be optimized to maximize the randomness generation rate. With increasing intensity, the detection rate will
increase, along with an increases in the double-click rate
(and hence, epz increases). There exists a trade-off between
nz and epz , as shown in Eq. (2).
IV. EXPERIMENT DEMONSTRATION
In this section, we perform a proof-of-principle experimental demonstration to show the practicality of the
SIQRNG scheme. Our experiment setup consists of two
parts: the source, owned by an untrusted party Eve, and
the measurement device, owned by the user Alice. The
schematic diagram is shown in Fig. 5.
On Eve’s side, a laser, labeled as S, with a wavelength of
850 nm and a repetition rate of 1 MHz is used as a photon
source. The power of the laser is adjusted to be one photon
per pulse. Instead of assuming each state is a qubit system,
each pulse that the laser sends is a coherent state of infinite
dimensions. The pulse of the laser is then modulated to jþi
polarization by a linear polarizer (LP) and a fiber polarization controller (FPC1). Between the source and the
measurement device, we put a fiber attenuator (FA) to
simulate different losses in the system.
On Alice’s side, first a series of filters need to be applied to
ensure the measured optical mode is pure before entering the
threshold detectors, as required by the squashing model. For
demonstration purposes, we use a single-mode fiber to play
the role of a filter. Ideally, frequency and temporal filters
should also be added to further purify the optical mode in

FIG. 5. Experiment setup of SIQRNG. S: laser source;
LP: linear polarizer; FPC: fiber polarization controller; FA: fiber
attenuator; BS: beam splitter; PBS: polarizing beam splitter; TD:
time delay implemented with a 12-m fiber; PD: photon detector.
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detector with a dead time of 50 ns, the maximum randomness generation rate is 1 bit=50 ns ¼ 20 Mbps, which
requires the source to be a single photon source with a
repetition rate of 20 Mbps. For practical implementations
with coherent-state sources, the randomness generation rate
can reach the order of 2 Mbps after taking into account
various errors and finite-data-size effects.
After obtaining the random bits, we apply the Toeplitzmatrix hashing [35] on the raw data to obtain final random
numbers. To test the randomness, we further perform
two statistical tests on the output of our SIQRNG, the
autocorrelation test, and the NIST test suite [53]. The
autocorrelation is defined as
Raw Data

Final Data

0.06

0.06

0.05

0.05

0.04

0.04
Sample Autocorrelation

order to make the photons indistinguishable. For demonstration purposes, a biased beam splitter (BS1) with a ratio of
1∶49 is used to passively choose the X or Z basis. Finally,
Alice records when the photon detector (PD) clicks. The
detector is time-division-multiplexed by adding four time
delays, TD1–TD4 (60 ns each), in the optical paths so that it
can simulate four detectors that detect the outcomes of both
bases and each bit value. The gate width and the dead time of
the detector are 10 and 50 ns, respectively.
The phase error rate, as calculated in Eq. (4), is plotted in
Fig. 6. The typical values of the related experimental
parameters are listed as follows. The raw key size is
N ¼ 106 , the dark count is 0.002, the detector efficiency
(without a FC adaptor) is 45%, the misalignment error of
the source is 2%, and the failure probability is εθ ¼ 2−100 .
The figure shows that the error rate increases as the loss
becomes large. This is because the effect of dark counts
becomes dominant when the loss is high. Because of
statistical fluctuations, the phase error rate increases when
the data size shrinks. Note, in particular, that the phase error
rate can go beyond 20% under high losses, which does not
yield any key rates in most QKD protocols. Nevertheless,
random numbers can still be generated in our SIQRNG
scheme.
The relation between the randomness generation rate
and the loss is plotted in Fig. 7. It can be seen that the
randomness generation rate becomes lower with a larger
loss, which is consistent with Fig. 6. Under practical
detector efficiency, the randomness generation rate still
achieves a relatively high rate of 5 × 103 bit=s. Note that
the intensity of the source is fixed in our experimental
demonstration. In practice, the intensity of the source can
be increased to compensate the loss, and actually, the
maximum randomness generation rate in our scheme is
mainly limited by the dead time of the detector. For our

FIG. 7. Dependency of randomness generation rate on the loss.
The data points on the figure are taken to be the lower bound of
the rate, evaluated by random sampling. The security parameter is
εt ¼ 2 × 2−50 .

Sample Autocorrelation

FIG. 6. Relation between the phase error rate and the loss. The
big error bars are caused by a very conservative estimation of
statistical fluctuations and also partially by the fluctuation of
experimental parameters for different losses.
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FIG. 8. The autocorrelation function of the raw data and the
final data. The x axis is the lag j between the sampled data X i and
X iþj , while the y axis is the autocorrelation RðjÞ defined in
Eq. (7). Data sizes of both the raw data and the final data are on
the order of 107 . The autocorrelation of the final data is
significantly smaller than the raw data in absolute value. Because
of finite-key-size effects, the autocorrelation cannot be zero even
for perfectly random strings.
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another angle, such a setup could also be used to test
quantum features of macroscopic sources.
For future projects, it would be interesting to investigate
other loss-tolerant self-testing QRNG schemes. Essentially,
we are aiming to design a QRNG to tolerate large losses
and generate fast random numbers simultaneously, given
the minimum assumptions of a practical setup.
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FIG. 9. The P value of the statistical tests. The x axis lists the
names of statistical tests in the NIST test suite. The final data size is
91 Mbit, which is extracted from 115-Mbit raw data. To pass each
test, the P value should be at least 0.01, and the proportion of
sequences that satisfy P > 0.01 should be at least 96%. It can be
seen in the figure that the P values of all tests are greater than 0.01.

RðjÞ ¼

E½ðXi − μÞðXiþj − μÞ
;
σ2

ð7Þ

where j is the lag between the samples, Xi is the ith sample
bit, μ and σ are the average and the variance of the sample,
and E stands for expectation. The result of the autocorrelation test of raw data and final data is shown in Fig. 8. It
can be seen that the autocorrelation is substantially reduced
in the final data. The result of NIST tests on the final data is
shown in Fig. 9. We can see that all tests are passed.
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Note added.—Upon completion of this work, we noticed a
related work [23], in which the uncertainty relation is
employed to quantify entropy in QRNG and finite-key
effects are taken into consideration with smooth min
entropies. The work also aimed at provable randomness
with untrusted sources. However, it makes a strong
assumption on the dimension of the source, which turns
out to be the key barrier for source-independent QRNG.
Moreover, the practical imperfections, such as multiphotons, device imperfections, and losses, are not considered.
Our work, on the other hand, uses the squashing model
for an arbitrary dimension system and takes into account
imperfections in practical scenarios.

V. CONCLUSION
We have proposed a source-independent and losstolerant QRNG scheme and experimentally demonstrated
it in a passive basis choice realization. From an experimental point of view, the beam splitter itself, as part of the
measurement device, may also be uncharacterized. Thus, it
would also be interesting to demonstrate our scheme with
an active basis choice in the future. In fact, when the source
operates properly, the speed of our protocol is comparable
to that of a trusted polarization-based QRNG whose
frequency is limited only by single photon detectors—
approximately 100 Mbps [54].
Some current realizations of QRNG experiments could
be converted to our SIQRNG protocol. For example, an
LED could be used as the source, as regular QRNG [33].
Since the polarizations of a LED are random, it would be
convenient to add a polarizer for the jþi direction to make
the source-polarized light. Since the detector can work in a
gated mode, it does not matter whether the light source is
continuous or pulsed. This shows why the repetition rate
is limited only by single-photon detectors. Viewed from

APPENDIX A: CALCULATION OF THE NUMBER
OF EFFECTIVE X-BASIS MEASUREMENTS
In this appendix, we show that in the asymptotic limit,
the number of effective X-basis measurements is independent of n. Our starting point is Eq. (5) and εθ < 2−100 .
Notice that normally n is smaller than p
10ﬃﬃﬃ12 < 240 to ease
fast postprocessing; thus, the term 1= n and the other
polynomial terms in Eq. (5) play a relatively small role in
making εθ < 2−100 . In the following, we consider only the
exponent in Eq. (5).
For ease of notation, let x ¼ ebx , y ¼ ebx þ θ, and
q ¼ qx . Then, the exponent of Eq. (5) becomes
n½Hðð1 − qÞy þ qxÞ − qHðxÞ − ð1 − qÞHðyÞ;
and the inequality εθ < 2−100 is approximately equivalent to
n½qðHðð1 − qÞy þ qxÞ − HðxÞÞ

011020-8

þ ð1 − qÞðHðð1 − qÞy þ qxÞ − HðyÞÞ ≥ 100:
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Since q is very small, one can make three approximations:
Hðð1 − qÞy þ qxÞ − HðyÞ ≈ −H0 ðyÞqðy − xÞ;

ðA2Þ

q½Hðð1 − qÞy þ qxÞ − HðxÞ ≈ qðHðyÞ − HðxÞÞ;

ðA3Þ

and
q2 ≈ 0:

ðA4Þ

Then, by applying Eqs. (A2) and (A3), the inequality (A1)
becomes

sampling technique from Fung et al. can still be applied
when the measurement basis is chosen before the loss.
For ease of presentation, we state the input that specifies
the measurement choices before the loss as follows. The
input is a string of length N ¼ N x þ N z that contains N x 0s
and N z 1s. The ðNNz Þ possibilities for choosing the positions
of N z 1s from the total N x þ N z positions are equally likely.
Here, 0 stands for an X-basis measurement and 1 stands
for a Z-basis measurement. After loss, the numbers of
valid X-basis measurements and Z-basis measurements
are denoted by nx and nz , respectively, with a total string
length of

n½qðHðyÞ − HðxÞÞ − ð1 − qÞðH 0 ðyÞqðy − xÞÞ ≳ 100:

n ¼ nx þ nz :
ðA5Þ

Applying Eq. (A4) yields
n½qðHðyÞ − HðxÞÞ − H 0 ðyÞqðy − xÞ ≳ 100;

ðA6Þ

and rearranging terms, we have
q≳

100
:
n½HðyÞ − HðxÞ − H0 ðyÞðy − xÞ

ðA7Þ

100
:
n½Hðebx þ θÞ − Hðebx Þ − H0 ðebx þ θÞθ

p¼
ðA8Þ

Finally, we substitute q ¼ nx =n and get
nx ≈

100
;
Hðebx þ θÞ − Hðebx Þ − H0 ðebx þ θÞθ

ðA9Þ

which is independent of n.
APPENDIX B: PROOF OF THE RANDOM
SAMPLING PROPERTY FOR A TYPE
OF QRNG INPUT AFTER LOSS
In this appendix, we first restate the setting. In the
idealistic protocol, the measurement device chooses its
measurement basis after confirming that the state received
from the source is not a vacuum (or equivalently, not lost).
In practice, confirming whether a state is a vacuum is
usually done by observing whether detectors in the measurement device click or not. Thus, it is desirable for the
measurement device to choose its basis before confirming
whether loss happens.
We prove that for a specific input that defines the
measurement basis choices before the potential loss, the
positions of nx valid X-basis measurements (after excluding
loss events) are randomly drawn from the positions of the
total of n valid measurements. This proves that the random

ðB1Þ

z
We need to show that the output is uniform for the ðnxnþn
Þ
z
possibilities of choosing the positions of nz 1s from the
total n positions.
The proof proceeds through a symmetry argument.
The input is symmetric; i.e., if we exchange the indices
of two positions, the distribution will not change. Suppose
that the initial positions are 1; 2; …; n and the probability
of choosing specific positions for N z 1s from the total N
positions is

Substituting the definitions of x and y, we obtain
q≳

PHYS. REV. X 6, 011020 (2016)

1

:
z
ðN xNþN
Þ
z

ðB2Þ

For ease of presentation, denote the left positions after loss
as i1 < i2 <    < in . Then, each possibility with nx 0s in
the left n positions has the same probability,


N−n
p1 ¼ p ×
;
ðB3Þ
N x − nx
which proves our claim.
As a side remark, we see that the proof does not depend
on whether the loss is basis dependent or independent.
Thus, the same property also holds for a more general class
of losses that could be useful in other settings. Another
remark is that independent and identically distributed input
also satisfies the property, as in the work of Fung et al.
APPENDIX C: RANDOM SEED DILUTION
The input is either given directly or expanded from a
uniformly random seed. Here, we provide a method for
performing the expansion. The expansion is straightforward
since the input is also uniformly random within its support.
We can simply map a uniform seed of length logðcN1 Þ
bijectively to the input support, which is the ðcN1 Þ possibility
of choosing the positions of c1 0s from the string of length
N. Then, we obtain the desired input. Furthermore, note that
this construction is deterministic; thus, input randomness is
only needed for the uniformly random seed of length n.
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For the input of our protocol, the ratio of the initial
random seed length to the number of runs N becomes
negligible as N goes to infinity because the number of
X-basis measurements c1 is a constant, as derived in
Appendix A. More precisely, the min entropy of the input,
as well as the length of the uniformly random seed, has
an upper bound given by
 
N
log
≤ c1 log N:
c1

ðC1Þ

Note that since the detector completely controls this
random seed length, calculating the exact input min entropy
is possible. This is very different from estimating the error
rate in the finite-key analysis section, in which we can only
estimate the range of the error rate with a high probability
of success. Apart from the input specified in the main text,
independent and identically distributed bit strings are also a
possible choice for the input. Finally, we remark that the
reason to include this input seed length analysis is to make
our QRNG composable.

[1] N. Metropolis and S. Ulam, The Monte Carlo Method,
J. Am. Stat. Assoc. 44, 335 (1949).
[2] C. E. Shannon, Communication Theory of Secrecy Systems,
Bell Syst. Tech. J. 28, 656 (1949).
[3] J. S. Bell, On the Einstein-Podolsky-Rosen Paradox, Physica (Amsterdam) 1, 195 (1964).
[4] D. E. Knuth, Art of Computer Programming, Volume 2:
Seminumerical Algorithms (Addison-Wesley Professional,
Reading, MA, 2014).
[5] J. Kelsey, Entropy and Entropy Sources in x9.82, in
Proceeding of the NIST Random Number Generation
Workshop (NIST, Gaithersburg, 2004).
[6] W. Schindler and W. Killmann, Evaluation Criteria for True
(Physical) Random Number Generators Used in Cryptographic Applications, in Cryptographic Hardware and
Embedded Systems-CHES 2002 (Springer, Berlin, 2003),
pp. 431–449.
[7] B. Jun and P. Kocher, The Intel Random Number Generator,
White Paper Prepared for Intel Corporation (Cryptography
Research Inc., San Francisco, 1999).
[8] W. T. Holman, J. A. Connelly, and A. B. Dowlatabadi,
An Integrated Analog/Digital Random Noise Source, IEEE
Trans. Circuits Syst. I 44, 521 (1997).
[9] A. Fort, F. Cortigiani, S. Rocchi, and V. Vignoli, Very
High-Speed True Random Noise Generator, Analog Integr.
Circuits Signal Process. 34, 97 (2003).
[10] M. Bucci, L. Germani, R. Luzzi, A. Trifiletti, and M.
Varanonuovo, A High-Speed Oscillator-Based Truly Random Number Source for Cryptographic Applications on a
Smart Card IC, IEEE Trans. Comput. 52, 403 (2003).
[11] C. Tokunaga, D. Blaauw, and T. Mudge, True Random
Number Generator with a Metastability-Based Quality
Control, IEEE J. Solid-State Circuits 43, 78 (2008).

[12] T. Jennewein, U. Achleitner, G. Weihs, H. Weinfurter, and
A. Zeilinger, A Fast and Compact Quantum Random
Number Generator, Rev. Sci. Instrum. 71, 1675 (2000).
[13] J. F. Dynes, Z. L. Yuan, A. W. Sharpe, and A. J. Shields,
A High Speed, Postprocessing Free, Quantum Random
Number Generator, Appl. Phys. Lett. 93, 031109 (2008).
[14] M. A. Wayne and P. G. Kwiat, Low-Bias High-Speed
Quantum Random Number Generator via Shaped Optical
Pulses, Opt. Express 18, 9351 (2010).
[15] M. Fürst, H. Weier, S. Nauerth, D. G. Marangon,
C. Kurtsiefer, and H. Weinfurter, High Speed Optical Quantum
Random Number Generation, Opt. Express 18, 13029 (2010).
[16] C. Gabriel, C. Wittmann, D. Sych, R. Dong, W. Mauerer,
U. L. Andersen, C. Marquardt, and G. Leuchs, A Generator
for Unique Quantum Random Numbers Based on Vacuum
States, Nat. Photonics 4, 711 (2010).
[17] F. Xu, B. Qi, X. Ma, H. Xu, H. Zheng, and H.-K. Lo, Ultrafast
Quantum Random Number Generation Based on Quantum
Phase Fluctuations, Opt. Express 20, 12366 (2012).
[18] See http://www.idquantique.com.
[19] See http://www.picoquant.com/products/category/quantum
‑random‑number‑generator/pqrng‑150‑quantum‑random
‑number generator.
[20] See http://www.qutools.com/products/quRNG.
[21] M. Wahl, M. Leifgen, M. Berlin, T. Röhlicke, H.-J. Rahn,
and O. Benson, An Ultrafast Quantum Random Number
Generator with Provably Bounded Output Bias Based on
Photon Arrival Time Measurements, Appl. Phys. Lett. 98,
171105 (2011).
[22] M. Fiorentino, C. Santori, S. Spillane, R. Beausoleil, and
W. Munro, Secure Self-Calibrating Quantum Random-Bit
Generator, Phys. Rev. A 75, 032334 (2007).
[23] G. Vallone, D. G. Marangon, M. Tomasin, and P. Villoresi,
Quantum Randomness Certified by the Uncertainty
Principle, Phys. Rev. A 90, 052327 (2014).
[24] U. Vazirani and T. Vidick, Certifiable Quantum Dice: Or,
True Random Number Generation Secure Against Quantum
Adversaries, in Proceedings of the Forty-Fourth Annual
ACM Symposium on Theory of Computing (ACM,
New York, NY, 2012), pp. 61–76.
[25] R. Colbeck and A. Kent, Private Randomness Expansion
with Untrusted Devices, J. Phys. A 44, 095305 (2011).
[26] C. A. Miller and Y. Shi, Robust Protocols for Securely
Expanding Randomness and Distributing Keys Using
Untrusted Quantum Devices, arXiv:1402.0489.
[27] C. A. Miller and Y. Shi, Universal Security for Randomness
Expansion, arXiv:1411.6608.
[28] J. Clauser, M. Horne, A. Shimony, and R. Holt, Proposed
Experiment to Test Local Hidden-Variable Theories, Phys.
Rev. Lett. 23, 880 (1969).
[29] B. G. Christensen, K. T. McCusker, J. B. Altepeter, B.
Calkins, T. Gerrits, A. E. Lita, A. Miller, L. K. Shalm, Y.
Zhang, S. W. Nam, N. Brunner, C. C. W. Lim, N. Gisin, and
P. G. Kwiat, Detection-Loophole-Free Test of Quantum
Nonlocality, and Applications, Phys. Rev. Lett. 111,
130406 (2013).
[30] P. W. Shor and J. Preskill, Simple Proof of Security of the
BB84 Quantum Key Distribution Protocol, Phys. Rev. Lett.
85, 441 (2000).

011020-10

SOURCE-INDEPENDENT QUANTUM RANDOM NUMBER …
[31] C.-H. F. Fung, X. Ma, and H. F. Chau, Practical Issues in
Quantum-Key-Distribution Postprocessing, Phys. Rev. A
81, 012318 (2010).
[32] N. J. Beaudry, T. Moroder, and N. Lütkenhaus, Squashing
Models for Optical Measurements in Quantum Communication, Phys. Rev. Lett. 101, 093601 (2008).
[33] B. Sanguinetti, A. Martin, H. Zbinden, and N. Gisin,
Quantum Random Number Generation on a Mobile Phone,
Phys. Rev. X 4, 031056 (2014).
[34] Z. Cao, H. Zhou, and X. Ma, Loss-Tolerant MeasurementDevice-Independent Quantum Random Number Generation, New J. Phys. 17, 125011 (2015).
[35] Y. Mansour, N. Nisan, and P. Tiwari, The Computational
Complexity of Universal Hashing, Theor. Comput. Sci. 107,
121 (1993).
[36] X. Ma, C.-H. F. Fung, J.-C. Boileau, and H. F. Chau,
Universally Composable and Customizable Post-Processing
for Practical Quantum Key Distribution, Computers &
Security 30, 172 (2011).
[37] Other extraction methods, such as Trevisan’s extractor [38],
can be applied, in which the relation between the failure
probability and te can differ.
[38] L. Trevisan, Extractors and Pseudorandom Generators,
J. ACM 48, 860 (2001).
[39] H.-K. Lo, H. F. Chau, and M. Ardehali, Efficient Quantum
Key Distribution Scheme and a Proof of Its Unconditional
Security, J. Cryptol. 18, 133 (2005).
[40] A. Ferenczi, V. Narasimhachar, and N. Lütkenhaus, Security
Proof of the Unbalanced Phase-Encoded Bennett-Brassard
1984 Protocol, Phys. Rev. A 86, 042327 (2012).
[41] C.-H. F. Fung, K. Tamaki, B. Qi, H.-K. Lo, and X. Ma,
Security Proof of Quantum Key Distribution with Detection
Efficiency Mismatch, Quantum Inf. Comput. 9, 0131 (2009).
[42] F. Xu, S. Sajeed, S. Kaiser, Z. Tang, L. Qian, V. Makarov,
and H.-K. Lo, Experimental Quantum Key Distribution with
Source Flaws, Phys. Rev. A 92, 032305 (2015).
[43] H.-K. Lo and H. F. Chau, Unconditional Security of
Quantum Key Distribution over Arbitrarily Long Distances,
Science 283, 2050 (1999).

PHYS. REV. X 6, 011020 (2016)

[44] M. Koashi, Unconditional Security Proof of Quantum Key
Distribution and the Uncertainty Principle, J. Phys. Conf.
Ser. 36, 98 (2006).
[45] X. Yuan, H. Zhou, Z. Cao, and X. Ma, Intrinsic Randomness
as a Measure of Quantum Coherence, Phys. Rev. A 92,
022124 (2015).
[46] M. Ben-Or, M. Horodecki, D. W. Leung, D. Mayers,
and J. Oppenheim, The Universal Composable Security
of Quantum Key Distribution, in Second Theory of
Cryptography Conference TCC 2005, Lecture Notes in
Computer Science, Vol. 3378 (Springer-Verlag, Berlin,
2005), pp. 386–406.
[47] R. Renner and R. König, Universally Composable Privacy
Amplification Against Quantum Adversaries, in Second
Theory of Cryptography Conference TCC 2005, Lecture
Notes in Computer Science, Vol. 3378 (Springer-Verlag,
Berlin, 2005), pp. 407–425.
[48] R. Impagliazzo, L. A. Levin, and M. Luby, Pseudo-Random
Generation from One-Way Functions, in Proceedings of
the Twenty-First Annual ACM Symposium on Theory of
Computing, STOC ’89 (ACM, New York, NY, 1989),
pp. 12–24.
[49] D. Frauchiger, R. Renner, and M. Troyer, True Randomness
from Realistic Quantum Devices, arXiv:1311.4547.
[50] M. Tomamichel, C. C. W. Lim, N. Gisin, and R. Renner,
Tight Finite-Key Analysis for Quantum Cryptography, Nat.
Commun. 3, 634 (2012).
[51] M. Tomamichel, C. Schaffner, A. Smith, and R. Renner,
Leftover Hashing Against Quantum Side Information, IEEE
Trans. Inf. Theory 57, 5524 (2011).
[52] N. Lütkenhaus, Quantum Key Distribution: Theory for
Application, Appl. Phys. B 69, 395 (1999).
[53] See http://csrc.nist.gov/groups/ST/toolkit/rng.
[54] L. C. Comandar, B. Fröhlich, J. F. Dynes, A. W. Sharpe,
M. Lucamarini, Z. Yuan, R. V. Penty, and A. J. Shields,
GHz-Gated InGaAs=InP Single-Photon Detector with
Detection Efficiency Exceeding 55% at 1550 nm, J. Appl.
Phys. 117, 083109 (2015).

011020-11

