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Abstract— Quantum entanglement is an essential resource in quantum information processing,
which needs to be verified in many tasks such as quantum cryptography and computation. Due
to imperfect detection devices when implementing measurements, the conventional entanglement
witness method could wrongly conclude a separable state to be entangled. Inspired by the
attacks in quantum key distribution, we construct and experimentally realize a time-shift attack
on the conventional entanglement witness process. We demonstrate that any separable state
can be falsely identified to be entangled. In order to close detection loopholes, we design and
experimentally realize a measurement-device-independent entanglement witness for various two-
qubit states. We demonstrate that an entanglement witness can be realized without detection
loopholes.

1. INTRODUCTION

It has been widely recognized that quantum entanglement plays an important role in the quantum
information processing such as quantum computation [1], quantum teleportation [2] and quantum
cryptography [3,4]. Being the key resource for these tasks, quantum entanglement need to be
verified in many circumstances. Entanglement witness (EW) is a conventional way to detect entan-
glement, which gives one of two outcomes: Yes or No, corresponding to the conclusive result that
the state is entangled or to failure to draw a conclusion, respectively. Mathematically, for a given
entangled quantum state p, a Hermitian operator W is called a witness if tr[Wp] < 0 (output of
‘Yes’) and tr[Wo] > 0 (output of ‘No’) for any separable state o. It is strictly forbidden when we
identify a separable state to be entangled. Note that there could also exist entangled state p’ such
that tr[Wp'] > 0 (output of ‘No’), thus it is OK to fail identifying an entangled state.

In the experiment, one can realize the conventional EW with only local measurements by decom-
posing W into a linear combination of product Hermitian operators. Then one can do measurements
locally on each part and gather measurement outcomes to decide whether the state is entangled or
not. A faithful conclusion of such witness relies on the correctness of the experimental implementa-
tion, imperfections of detection devices could wrongly conclude a separable state to be entangled.
In the practical case, we can regard such imperfection as possible attacks from an adversary, Eve.
For example, if the measurement devices used by the witnessers might possibly be manufactured by
some untrusted party, who could collaborate with Eve and deliberately fabricate devices to make
the real implementation W/ = W + W be deviated from W, such that W’ is not a witness any
more,

tr[W'o] < 0 < tr[Wol. (1)

That is, with the deviated witness W', a separable state o could be identified as an entangled one,
which is more likely to happen when tr[Wo]| is near zero.

In quantum key distribution (QKD), the security could be guaranteed by proving the presence
of entanglement in a secure QKD channel where an entanglement-breaking channel would cause
insecurity [5]. Thus there exist strong correlation between the security of QKD and the success of
EW. For the varieties of attacks in QKD, such as time-shift attack [6] and fake-state attack [7],
one may also find similar detection loopholes in the conventional EW process. Originated from
this analogy, we construct a time-shift attack that manipulates the efficiency mismatch between
detectors used in an EW process. Under this attack, any state could be witnessed to be entangled,
even if the input state is separable. By this example, we demonstrate that there do exist loopholes
in the conventional EW procedure.
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Recently, Lo et al. [8] proposed an measurement-device-independent (MDI) QKD method, which
closed all possible attacks of detectors. As the aforementioned similarity between QKD and EW,
one would also expect that there exist EW schemes without detection loopholes. Meanwhile, a
nonlocal game is proposed to distinguish any entangled state from all separable states [9]. Inspired
by this game, Branciard et al. [10] proposed an MDIEW method, where they proved that there
always exists an MDIEW for any entangled state with untrusted measurement apparatuses.

In this paper, we first design a time-shift attack to the conventional EW such that every separable
state would be witnessed to be entangled. Then based on the proposal in Ref. [10], we design and
experimentally realize an MDIEW scheme to close such detection loopholes. We thus practically
show a way to witness entanglement without assuming detectors be perfect.

2. MAIN RESULT

2.1. Time-Shift Attack

In the following, we will focus on the bipartite scenario involving two parties Alice and Bob.
Consider a type of bipartite quantum states in the form of

piap = (1= 0) [27) (7| + 2 (00)(00] + [11) (11, (2)

with v € [0,1] and [¥~) = (|01) — |10))/v/2. The state is entangled if v < 1/2, which can be
witnessed by a conventional EW,

e S S 3)

with result tr[WpY 5] = (2v —1)/2.

The idea of time-shift attack is originated from quantum cryptography [6] and takes advantage
of efficiency mismatches existing in measurement devices. Inspired by this idea, we construct a
time-shift attack for the conventional witness defined in Eq. (3). Define o9 = I and o1, o2, 03 be
the Pauli matrices o, oy, and o, correspondingly. Then we can decompose W to

W—i<§0i®0i>, (4)

and the EW can be realized by local measurements,

Tr [(Wpapl =~ (1 + (0204) + (oy0y) + (0202)) . (5)

=

As shown in Fig. 1, we exploit the time mismatch of the two single-photon-detectors such that
one detector is more efficient than the other. In this case, the real implementation (W’) is deviated
from the original design witness W. In the attack Eve can suppress the positive contributes of the
witness result Tr[Wpap] to let the witness result Tr[W’pap] be negative by adjusting the time
mismatch. For example, when measuring o,0,, Alice and Bob will project the input state to the
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Figure 1: Time-shift attack on the conventional EW. Built-in delay lines enable Eve to control the efficiency
of coincidence detection between Alice’s and Bob’s outcomes.
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eigenstates of o, that is o} and o, corresponding to positive and negative eigenvalue respectively,
and obtain probabilities (o7 o+ o). Then the value of (0404) is defined as

(0202) = (ofof)+ {0 0, ) —(ofo, ) — (o 0F). (6)
The probabilities (¢ oF) is measured from coincidence counts Nj]\fg of detectors, that is
+ £
+ :I: _ NAN
(op0 - (7)
- X NGNg

If the positive coincidence counts are all suppressed, that is N:{Ng = N, N5 = 0, then the outcome
of (0,04) is
NiNg NNE

+ - -+ A*YB AVB

<Uxax>_<ax0x>:_ At T = L (8)
> NyNg Y NyNg

Similarly, the all the other local measurements (o,0,) and (0,0,) become —1 by suppressing

positive coincidence counts, which gives a witness result of

Tr[Wpas) =~ 9)

(020) = —

for any state pap.

In our experiment demonstration, we only suppress the positive coincidence counts to 10.9(1)%
instead of neglecting all of them. Under this attack, any state could be witnessed to be entangled,
even if the input state is separable. By this example, we demonstrate that there do exist loopholes
in the conventional EW procedure.

2.2. Counter-Measure: MDIEW

The MDIEW method in Ref. [10] is capable to close all detection loopholes, such as the time shift
attack we showed in the last paragraph. As shown in Fig. 2, MDIEW requires Alice (Bob) to
prepare another ancillary state 7, (w¢) and perform Bell-state measurements (BSMs) on the to be
witnessed state and the ancillary state.

Figure 2: Measurement device independent entanglement witness.

Conditioned on the measurement outcomes, a and b, MDIEW is defined as

PAB ZIBS tp a b’TS,Wt), (10)

where the choice of the ancillary states are labeled by s and ¢t. That is, pap is entangled while
J(pap) < 0 and for any separable state ocsp, we have J(oap) > 0. Here the probabilities
p(a,b|Ts,w;) are obtained from performing two BSMs on the to be witnessed state pap and the
ancillary states 75 and w;. That is,

p(a, b7s, wi) = Tr((Mo ® My)(75 @ pap @ ws)]; (11)

where M, and M} represent BSMs performed by Alice and Bob with outcome a and b, respectively.
The MDIEW is capable to witness any entangled state, because it can be constructed from the

conventional EW such that J = tr[Wp]/4. Here the coefficient 3’ t is determined by the choice
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of ancillary states, measurement outcomes and the conventional witness W. In the experiment,

as only two |®T) = (|00) + [11))/v/2 and |®~) = (]00) — |11))/+/2 out of four BSM outcomes are

recorded, we consider the outcomes of a and b to be + and —, which refer to |®1) and |[®7),
respectively. Thus, there are four kinds of ﬂ;’tb ,

this, we improve the efficiency of experiments by four times comparing to the original proposal [10].

depending on different values of @ and b. By doing

1 ) B -
J =72 (B Hrewe) + B p(+ = wi) + B p(=, +H7as ) + B3 (= —Ime, @) (12)

s,t

To witness entanglement for the bipartite states defined in Eq. (2) with MDIEW defined in
Eq. (12), in total eight different ancillary state pairs should be prepared, and the results are
summarized in Table 1.

Table 1: Our MDIEW in the form of Eq. (12) for the bipartite states defined in Eq. (2).

Ts Wt ;&Jr p(+’ +|Ts7wt) ;:57 p(+, _lTsth)
1/2 1/2 2v/3 — 2 1/16 2v/3 +2 1/16
140, I+o,
A R D
2 2
Loe Lo 1 (1—-v)/8 1 (1—v)/8
1/2 I+(Um+ff;+o'z)/\/§ -3 1/16 0 _
w 1/2 —\3 1/16 0 a
1/2 Lot/ V3 - ~V3 1/16
IH(cos—oy+o.)/V3 1/2 0 - V3 1/16

Based on this proposal, we design and implement the MDIEW for the bipartite scenario, which
is immune to all detection loopholes [11].

2.3. Experiment Results

In the experiment, eight ancillary state pairs {7s,w;} are prepared. The states are encoded by
tunable waveplates (one HWP sandwiched by two QWPs), which can realize arbitrary single-qubit
unitary transformation. Different from directly polarization measurement in the conventional EW,
the analysis of MDIEW is completed by BSMs on p} & |75)(7s|2 and pj ® |w)(wels, with two,
|®F) = (|[HH)£|VV))/V/2, out of four outcomes been collected, where p4 (p}) is the experimentally
to-be-witnessed state sent to Alice (Bob).

3. CONCLUSION

In this work, by proposing and realizing the time shift attack to the conventional EW methods,
we claim that there do exist severe loopholes in the conventional EW procedure. Meanwhile,
as a counter-measure, we design and realize the recently proposed MDIEW methods with six
photon entanglement. The experimental results show that the MDIEW is practical for real-life
implementation. We further expect that such MDI strategy can be applied to other fields, such as
quantum key distribution and quantum secret sharing.
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