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Random Number Generation with Cosmic Photons
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Random numbers are indispensable for a variety of applications ranging from testing physics
foundations to information encryption. In particular, nonlocality test provide strong evidence for our
current understanding of nature—quantum mechanics. All the random number generators (RNGs) used for
the existing tests are constructed locally, making the test results vulnerable to the freedom-of-choice
loophole. We report an experimental realization of RNGs based on the arrival time of cosmic photons.
The measurement outcomes (raw data) pass the standard NIST statistical test suite. We present a realistic
design to employ these RNGs in a Bell test experiment, which addresses the freedom-of-choice loophole.
DOI: 10.1103/PhysRevLett.118.140402

Introduction.—Randomness is one of the most fundamental features of nature. The best example may be
biological diversity [1]. Another example is Brownian
motion [2,3], which has been studied for nearly two
centuries. Random number generators (RNGs) are based
on either a classical mechanism or a quantum process.
Quantum random number generators (QRNGs) rely on
breaking quantum superposition results into an unpredictable measurement outcome and are therefore deemed to be
truly random. A number of quantum processes are utilized
to make QRNGs (for reviews see Refs. [4,5] and references
therein).
Bell tests, or experimental violation of Bell’s inequality,
provide strong support for quantum mechanics, especially
to rule out local hidden variable models. Recently, both
locality and efficiency loopholes were closed in Bell test
experiments [6–8], in which QRNGs were employed in
state measurements at two remote test sites. However, the
test results may not be reliable if the two RNGs are
somehow correlated (with each other and/or with the
two physical devices). For instance, the distant entangled
photon pairs in a Bell test learn the random inputs before
they are separated. This is called a freedom-of-choice
loophole (also known as a randomness loophole). The
time constraint for a local hidden variable mechanism to
occur to affect the test results in previous loophole free Bell
experiments is less than 10−5 s before the experiment,
which may be pushed deep into the cosmic history by
adopting the RNG scheme based on cosmic photon
0031-9007=17=118(14)=140402(5)

measurements to take advantage of randomness at remote
celestial objects, e.g., measuring the temporal mode of
photons as studied in this Letter. The randomness of the
outcomes cannot be proven strictly, but is supported by
following physical observations. First, the setup measures
the arrival time of photons from the celestial object which
the telescope points at. Second, the generation time of
cosmic photons from a celestial object is random, so is the
arrival time. The states of photons from two celestial
objects are independent. This is related to the no-signaling
assumption. In a way, we assume that the nature is not
malicious to jeopardize our experiment. We realize RNGs
with photons from an array of cosmic radiation sources
with magnitude between 4.85 and 13.5 and distance (from
Earth) between 756 and 7.49 × 108 light years (ly). These
RNGs can deliver raw random bits exceeding 106 s−1 , which
pass the NIST statistical test suite. We present a realistic
design of event-ready Bell test experiments with these RNGs
to address the freedom-of-choice loophole while closing
locality and efficiency loopholes simultaneously.
Random number generation with cosmic photons.—The
experiment is conducted in the Astronomy Observatory at
Xinglong, China (N 40°23.750 , E 117°34:50 ). We use a
Ritchey-Chretien (RC) optical telescope with a diameter of
1 m and a focal length of f ¼ 5 m to collect light from the
cosmic radiation source under study (CRSS) and use
prisms to direct light of various spectral bands to different
applications (see Fig. 1). The light that is incident onto this
RC telescope from a typical cosmic radiation source with
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Photon counting data for cosmic radiation sources under study (see Supplemental Material for distance [10]) [23–25]

Name
HIP15416 [23]
HIP117447 [23]
HIP2876 [25]
HIP6522 [25]
HIP3030 [23]
HIP100548 [23]
HD33339 [25]
HIP20276 [25]
HIP3752 [25]
HIP114579 [25]
HIP117690 [25]
HIP23114 [25]
IGR J03334 þ 371 [24]

Magnitude

Distance
(ly)

Signal rate
(×106 s−1 )

total Data
(Gb)

background
(s−1 )

r

min-entropy
H

4.85
5.43
5.75
6.07
6.75
7.03
7.99
8.24
9.02
9.27
9.9
10.6
13.5

1177
6151
2675
5488
5344
5621
756
1835
908
1967
21733
2243
7.49 × 108

2.20–2.28
0.86–1.2
0.51–0.53
0.48–0.68
0.64–0.65
0.33–0.52
0.23–0.24
0.18–0.26
0.12–0.13
0.05–0.10
0.033–0.043
0.009–0.013
0.0011–0.0031

1
1
1
1
1
1
1
1
1
1
1
0.1
0.1

914
512
464
578
518
615
662
486
532
442
674
417
359

2450
2012
1130
1010
1260
680
350
400
235
170
57
28
8

0.9969
0.9978
0.9981
0.9983
0.9976
0.9973
0.9980
0.9980
0.9973
0.9974
0.9938
0.9909
0.9897

an angular spread of ϕ ¼ 300 has a 1=e diameter of 73 μm
and a numerical aperture (NA) of 0.10 at the focal plane. A
multimode optical fiber with NA ¼ 0.22 and a core
diameter of 105 μm is placed at the focal plane to collect
light with wavelength in the range, [680, 830] nm, and
direct the light to a single photon avalanche diode (SPAD,
model: EXCELITAS, active area: 170 μm, single photon
detection efficiency: ∼55% at 780 nm). A CCD camera is
also placed at the focal plane to image the CRSS by
detecting light with wavelength in the range, [530,
680] nm. We stabilize the coupling of cosmic photons
from the CRSS into the multimode fiber by a standard
altitude-azimuth tracking mechanism [9]. We estimate the
total detection efficiency of a single cosmic photon to be
about 2% (see Supplemental Material [10]). So we require
an assumption that the detected photons represent a fair
sample of photons emitted by the CRSS. In addition, as we
assume in the above that the nature does not maliciously
jeopardize our experiment, we assume that the propagation
of cosmic photons and their arrival times are not affected by
any mechanism other than the known mechanisms in
astronomy studies such as refraction through slowly varying interstellar and intergalactic media and assume that the
effect is identical for all photons [14]. In fact, there was no
astronomy report on delaying the cosmic photon arrival time
at the visible or near infrared wavelength [15]. We consider a
major delay may be due to the refractive index of atmosphere
around us and include it in the discussion below.
We choose to detect cosmic photons over a bandwidth of
150 nm to increase the rate of random bits, which features
the Poissonian statistics: the mean photon number is a
constant for equal time and the time interval between
photon emission events is random. If the period T W of a
reference clock is equally divided into N time bins, the
probability for a cosmic photon to arrive at an arbitrary time
bin ti (i ¼ 1; 2; …; N) is a constant, Pi ¼ 1=N. In our
experiment, the photon-detection signal from the SPAD is

recorded using a homemade time-to-digital converter
(TDC) with a time resolution of 25 ps. We set T W ¼
40.96 ns to be smaller than the recovery time (45 ns) of the
SPAD such that there is at most one detection event per
clock cycle, and set N ¼ 256 (×160 ps). We assign each
time bin with a unique 8-bit binary code, and record the
assigned code for the time bin in which a detection event
occurs.
We study RNGs with photons from an array of celestial
objects. The main results are summarized in Table I. First,
we notice that the photon counting signal rates exceed
106 s−1 (which is within the linear operation mode of the
SPAD in use) for CRSS with lower magnitude, demonstrating that this method is as efficient as laser-based RNGs
in generating random numbers [16–22]. Second, despite the
dramatic fluctuation of signal rates (shown by signal ranges

FIG. 1. Random number generation with cosmic photons.
Photons from a cosmic radiation source under study with
wavelength in the range [680, 830] nm are collected into a
multimode optical fiber for RNG. Inset: Photons with wavelength
in the range [530, 680] nm, form an image of the CRSS, here,
quasar IGR J03334 þ 371 is on the camera for tracking.
Astronomy applications (APP).
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FIG. 2. Experimental true signal rate (background subtracted)
versus magnitude. The trend line (solid) is fitted with data (open
square) for magnitude <11, and extrapolated to magnitude 16
(dashed line). The shaded regions indicate 2 standard deviations,
with the one on the horizontal axis for background. Solid red dot:
data for quasar IGR J03334 þ 371.

in Table I), the true signal rate (with background subtracted) scales with magnitude as expected, as indicated in
Fig. 2. We attribute fluctuation in the rate partly to
atmospheric disturbance. Besides attenuating cosmic light,
atmospheric disturbances deteriorate the coupling of light
from CRSS into the multimode fiber by either displacing
the focal position or modifying the beam profile, which
cannot be corrected by the current tracking mechanism. We
use the maximum rate for each CRSS to suppress such
impact in generating the trend line. [We do not use the data
for quasar IGR J03334 þ 371 (solid red dots) in generating
the trend line because of small signal-to-noise ratio.]
We use raw data in the analysis. For each CRSS, the
probability of photon arrival time (Pi ) is uniformly distributed around the ideal value of 1=256, indicating a good
level of randomness (see Supplemental Material [10]).
We apply two standard methods to evaluate the performance of cosmic photon RNGs. The min-entropy H∞ ¼
− logðmax Pi Þ is consistent with the ideal value of 1 within
1%, and the raw data pass the NIST statistical test suite [26]
(see Supplemental Material [10]). These two results certify
the quality of these cosmic RNGs.
To estimate the background contribution, we point the
RC telescope slightly away from the CRSS (at a dark patch
of the sky) until the detection rate drops to a stable level.
The background may include contributions due to detector
dark counts or ground-based light sources, which can be
used by local hidden variable theories and must be made
insignificant. Below we present a realistic analysis on the
Bell experiment with cosmic RNGs with large signal-tonoise ratio.
Event-ready Bell test experiment with cosmic RNGs.—
The celebrated Bell’s inequality [27,28] is based on the
assumption of locality, realism, and freedom of choice.
In previous Bell test experiments [6–8] with a pair of
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FIG. 3. Space-time diagram of an event-ready Bell test experiment with NV centers [6,14]. S1 and S2 are cosmic photon
emission events, followed by events R1 and R2 to output random
bits for base choice. P1 and P2 are events for NV centers to send
photons for Bell state measurement after the creation of entangled
photon-electron pairs (EPR1,2) at NV centers. The photons are
sent for BSM via optical fibers, shown by red lines. A destructive
BSM with photons from the two entangled electron-photon pairs
prepares the two electrons in a Bell state, which is ready for state
measurements (M1 and M2) after the base choice. Y1, Y2, and Y3
are local correlation events (denoted by local hidden variables, λ1,
λ2, λ3) that may occur in the overlapped region formed by the
past light cones (see text for details).

entangled particles A and B, the events for entanglement
generation, base choices, and state measurements are
separated space-like in future light cones. However, these
light cones cross each other in <10−5 s in the past
direction, allowing the possibility for local correlation
events occurring in the overlapped regions to control
measurement outcomes. Furthermore, it was shown that
a Bell test experiment is vulnerable to local hidden variable
theories even with a conspiracy of as little as 1=22 bit of
mutual information between RNGs and source of entanglement [29]. Here, we consider two possible scenarios that
local correlation events may impact the experimental outcomes as shown in Fig. 3. In the first case, a local
correlation event Y1ðY2Þ may share information, denoted
by a local hidden variable λ1 (λ2), about photon emission
event S1ðS2Þ for random bit generation with the source,
prior to state preparation, provided that local correlations
take place ahead at least by an amount of time
τ1 ≥ minðL1 =c; L2 =cÞ, where L1 , L2 are distances of the
two cosmic sources from Earth. In the second case, a local
correlation event (denoted by a hidden variable λ3) may
occur in the overlapped region formed by the past light
cones of two cosmic photon radiation events, S1 and S2,
prior to the experiment by τ2 ≥ ðL1 þ L2 þ L12 Þ=2c ≥ τ1,
where L12 is the distance between the two cosmic sources
(see Supplemental Material [10]). Therefore, local correlation events in the green shaded regions may impact the
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FIG. 4. Schematic of an event-ready Bell experiment. Each
measurement station (Lab1 or Lab2) prepares an entangled
electron-photon pair with a NV center. Lab1(2) down-converts
single photons from visible to infrared (1550 nm) via difference
frequency generation (DFG). A successful BSM with a single
photon from Lab1 and a single photon from Lab2 projects the
corresponding two electrons into a Bell state. RNG1 and RNG2
provide random bits per time window T W to set the base in
measuring the quantum state of the electron spin. α1 and α2 are
angles of the optical axes of telescopes with respect to the Lab
axis (see Supplemental Material [10]).

outcomes of the Bell test experiment as shown in Fig. 3,
with the time constraint to be τ ≥ τ1 . For example, by
employing RNGs based on cosmic sources HIP 55 892
(L1 ¼ 3325  1649 ly, Magnitude 6.7) and and HIP
117928 (L2 ¼ 3454  1433 ly, Magnitude 8.9) [25], we
have τ ≥ 3325  1649 yr (see Supplemental Material
[10]), which is ∼16 orders of magnitude improvement
over previous loophole free Bell test experiments.
Below we present a realistic design to use the two RNGs
(with signal-to-noise ratio >100) in an event-ready Bell test
experiment with NV centers [6], as shown in Fig. 4.
First, locality requests spacelike separation between event
of state measurement and event of base choice, which
requires that the distance LM1M2 between two measurement
stations Lab1 and Lab2 is set according to T W þ T Basis þ
T Measurement þ T Margin < LM1M2 =c cos α, where T Basis is the
time elapsed for event completing the base choice
upon receiving a random bit, T Measurement is the time elapsed
for event completing the state measurement after the base
choice, T Margin accounts for possible additional delays, and α
is the elevation angle of the telescope (see Supplemental
Material [10]). Taking T W ¼ 8 μs, T Measurement ∼ 4 μs,
T Basis ∼ 1 μs, T Margin ∼ 1 μs, and α ≤ 30° for telescopes,
we have LM1M2 > 5 km. Second, consideration of freedom
of choice requests spacelike separation between event of
cosmic photon emission and event of two-photon Bell
state measurement (BSM), so photon-electron entanglement
must be produced in the NV center in advance by
ΔT > ð1.45 − cos αÞLM1M2 =2c ∼ 5 μs, which is much
shorter than the coherence time (T 2 ∼ 0.6 s at 77 K [30])
of electron spin of the NV center (see Supplemental
Material [10]).
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Photons emitted by NV center at the visible wavelength
(∼640 nm) are down-converted to photons at the wavelength of ∼1550 nm via DFG, because they are subject to
high propagation loss in optical fiber. Considering a
1.5 dB loss due to the down-conversion operation [31]
and a 1 dB loss due to photon propagation over the 5 km
optical fiber, there is an improvement of ∼10 dB in
two-photon detection efficiency over the previous experiment [6]. With that, the averaged success probability per
entanglement generation attempt is estimated to be Ptotal ∼
2.26 × 10−8 (see Supplemental Material [10]). This will
result in one event-ready electron pair entanglement per
0.29 h per 24 μs measurement period on average. So it
will take about 72 h to violate the Bell’s inequality with
statistical confidence similar to the previous experiment
[6]. More importantly, the time constraint for the local
hidden variable mechanism to impact the outcome of the
Bell test experiment is moved by more than 1000 years
back into the past.
Discussions.—It was recently proposed to push the time
constraint to reject local hidden variable mechanisms in a
Bell test experiment by billions of years back into the
cosmic history by employing RNGs with photons from
quasars of high redshift [32]. We discuss about its practicability by analyzing the performance of a RNG with
photons from quasar APM 08279 þ 5255 with magnitude
15.3 and redshift z ¼ 3.91. According to the trend line in
Fig. 2, the true signal rate of this RNG is ∼590 s−1 (at
α ¼ 30°). We attribute the low signal-to-noise ratio ∼2 (for
background rate 550 s−1 ) mainly to the optical system not
being operated optimally. The signal-to-noise ratio can be
increased to >50 by having the RC-telescope work in the
diffraction limit [33], and >100 in the space due to reduced
sky brightness and the absence of atmosphere attenuation
to cosmic photons. The absence of atmospheric disturbance
and angular separation of 180° between two telescopes are
also advantages of a satellite-based cosmic Bell experiment
(see Supplemental Material [10]).
Conclusion.—In conclusion, we realize cosmic-photon
based RNGs and present a realistic design to use these
RNGs in a Bell test experiment. We show that it is
experimentally feasible to perform a Bell test experiment
with RNGs based on quasars of high redshift, which will
provide a strong support to quantum mechanics, by setting
the time constraint to reject local hidden variable mechanisms deep into the cosmic history. Meanwhile, the method
of single-photon detection of cosmic photons may provide
a powerful tool for cosmology observation.
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