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Implementation of quantum key distribution
surpassing the linear rate-transmittance bound
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Quantum key distribution (QKD)"? offers a long-term solution
to secure key exchange. Due to photon loss in transmission,
it was believed that the repeaterless key rate is bounded by
a linear function of the transmittance, O(s) (refs. >*), limiting
the maximal secure transmission distance®¢, Recently, a novel
type of QKD scheme has been shown to beat the linear bound
and achieve a key rate performance of O(,/7) (refs. ™°). Here,
by employing the laser injection technique and the phase
post-compensation method, we match the modes of two
independent lasers and overcome the phase fluctuation. As a
result, the key rate surpasses the linear bound via 302 km and
402 km commercial-fibre channels, over four orders of mag-
nitude higher than existing results®. Furthermore, our system
yields a secret key rate of 0.118 bps with a 502 km ultralow-
loss fibre. This new type of QKD pushes forward long-distance
quantum communication for the future quantum internet.

In conventional point-to-point QKD, such as the BB84 protocol’,
the sender Alice encodes key information into quantum states and
sends it to receiver Bob for detection. In measurement-device-inde-
pendent QKD (MDI-QKD), Alice’s and Bob’s positions are symmet-
ric. They both send out encoded optical pulses to a measurement
site. owned by Charlie, who interferes the pulses and publicly
announces the results to correlate Alice’s and Bob’s key information.
The security of MDI-QKD does not depend on how Charlie realizes
the measurement or announces the results. As a result, this scheme
is immune to all attacks on the detection and hence has a higher
security level in practice.

In quantum communication, attenuated lasers are widely used
as photon sources; these can be described by weak coherent states,
la) = ela*/257% ;—;—, |k), superpositions of k-photon states |k).
The parameter a = \‘/,17e""5 is a complex number, where p=|a|?* is
the mean photon number and ¢ is the phase. In the original MDI-
QKD", the user encodes the key information into two weak coher-
ent states on two orthogonal optical modes, such as polarization
encoding. In the security analysis, only the information carried by
the single-photon states can be used for the final key generation.
The decoy-state method is widely employed to efficiently extract
secret key information''-"*.
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In reality, quantum information carriers—photons—can be lost
easily during transmission. We define the transmittance between
Alice and Bob, 7, to be the probability of a photon being successfully
transmitted through the channel and being detected. Hence, in the
symmetric setting of MDI-QKD, the transmittance between Alice
(Bob) and the measurement site is /7. Only the detections caused
by Alice’s and Bob's single-photon states can be used for secure key
generation. This detection rate is then given by O(y), as a natural
upper bound of the key rate.
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Fig. 1| Schematic of PM-QKD. The encoder is a device to modulate the
mean photon number p and phase ¢ of coherent states. The beamsplitter
and the single-photon detectors are used for interference detection. Phases
$ €[0, 2n) are divided into D slices, denoted by 4; = [£(2j — 1),%(2j + 1))
with index 0 <j<D—1. In the experiment, we set D=16. In each round

of key distribution, Alice encodes a random bit «, into her coherent state

| /e ®m+ )y, after adding an extra discrete random phase ¢, =j,2n/D,
which is at the centre of the j.,th phase slice 4; . Similarly, Bob encodes «, u,
and ¢, on his pulse, ||/ipe® %)), Alice and Bob then send their pulses

to Charlie, who is supposed to interfere these quantum states to measure
phase differences. After Charlie announces the detection results, Alice

and Bob publicly announce the slice indices j,, j, of the random phases.
They post-select the key bits «,, , as the raw key, according to Charlie's
detection results and the sifting scheme depending on j,, j,, with the phase
post-compensation technique.

'Hefei National Laboratory for Physical Sciences at Microscale and Department of Modern Physics, University of Science and Technology of China,
Hefei, Anhui, China. 2CAS Center for Excellence in Quantum Information and Quantum Physics, University of Science and Technology of China, Hefei,
Anhui, China. 3Center for Quantum Information, Institute for Interdisciplinary Information Sciences, Tsinghua University, Beijing, China. “QuantumCTek

Corporation Limited, Hefei, Anhui, China. State Key Laboratory of Functional Materials for Informatics, Shanghai Institute of Microsystem and Information
Technology, Chinese Academy of Sciences, Shanghai, China. *Corning Incorporated, Corning, NY, USA. "These authors contributed equally: Xiao-Tian Fang,
Pei Zeng, Hui Liu. ®e-mail: xma@tsinghua.edu.cn; tychen@ustc.edu.cn; pan@ustc.edu.cn

422 NATURE PHOTONICS | VOL 14 | JULY 2020 | 422-425 | www.nature.com/naturephotonics


mailto:xma@tsinghua.edu.cn
mailto:tychen@ustc.edu.cn
mailto:pan@ustc.edu.cn
http://orcid.org/0000-0003-4016-0706
http://orcid.org/0000-0002-9569-6084
http://orcid.org/0000-0001-7304-0474
http://orcid.org/0000-0003-4141-6670
http://orcid.org/0000-0002-2309-2281
http://orcid.org/0000-0003-3482-3091
http://orcid.org/0000-0002-9441-4006
http://orcid.org/0000-0002-6100-5142
http://crossmark.crossref.org/dialog/?doi=10.1038/s41566-020-0599-8&domain=pdf
http://www.nature.com/naturephotonics

NATURE PHOTONICS

LETTERS

SNSPD1 Q u SNSPD2

E PMBS1

Charlie

From Alice Seed light

From Bob

To Charlie
Encoder

LSl
. \FBG

Seed light

PMBS Circ2

Alice/Bob

\ st _Fiiﬁ]

LI

Fig. 2 | Experimental set-up. a, Light from the continuous-wave master laser (ML), used as the phase and wavelength reference, is split by a polarization-
maintaining beamsplitter (PMBS2) and sent to Alice and Bob to lock their distributed feedback (DFB) lasers, which act as slave lasers (SLs). Two
stabilization systems (SS1and SS2) are placed to enhance the interference stability. Alice’s and Bob's pulses are interfered at PMBS1 and then detected
by two superconducting nanowire single-photon detectors (SNSPD1and SNSPD?2). b, Stabilization system. The dense wavelength division multiplexer
(DWDM) filters out optical noises that disturb the detection results. A polarization beamsplitter (PBS), an SNSPD and an electric polarization controller
(EPC) ensure that the polarization of the two pulses from Alice and Bob are indistinguishable. ¢, The quantum source. Alice (same as Bob) injects the
seed light from the ML, which is filtered by the fibre Bragg grating (FBG), into her local DFB laser as the SL. The SL generates pulses, which are split by the
PMBS. One of the output pulses goes to the encoder and the other is monitored by a photoelectric diode (PD). The encoder is composed of two Sagnac
rings (SR1and SR2) for modulating the intensities and two phase modulators (PM1and PM2) for encoding the phases. A circulator (Circ3) is placed

to isolate the source from the channel. The electrical variable optical attenuator (EVOA) reduces the pulse intensity to the single-photon level. d, The

SR includes a circulator, a PMBS, a PM and optical fibre. The length difference between the optical fibre connecting the output and input of the PMs is

delicately designed to meet twice the repetition frequency of the pulses.

To achieve a better rate-transmittance performance, a new phase-
encoding MDI-QKD scheme, named phase-matching quantum key
distribution (PM-QKD), has been proposed, as shown in Fig. 1.
Alice (Bob) encodes the key information into the phase of a coher-
ent state on a single optical mode. In this case, Charlie treats Alice
and Bob’s two optical modes as one quantum system and detects
the relative phase between them. To do so, Charlie only needs one
photon in the joint quantum system. Therefore, the detection rate is
O(y/n). Strict security analysis shows that PM-QKD enjoys a qua-
dratic improvement on the rate-transmittance performance over
the original MDI-QKD®.

Despite the promising qualities of PM-QKD for both security and
performance, its experimental implementation is very challenging.
In PM-QKD, the interference results at the measurement site should
reflect the difference between Alice’s and Bob’s encoded phases. In
practice, an essential requirement is to match the phases of coherent
states generated by two remote and independent lasers. The coher-
ent states of Alice (|\//Tae’l("“’°+‘¢’a> )) and Bob (|\/;Tbei("b“+¢b)>) could
have different phase references due to phase drift and fluctuation.
We define the reference deviation ¢, to be the phase difference
when both Alice and Bob set «,;,,=0 and ¢,4,,=0. There are three
main factors determining the value of ¢ fluctuations of the laser
initial phases, the optical lengths of the fibres and the laser frequen-
cies. For example, with 1,550nm telecom light through a 200km
fibre, a tiny change of transmission time, say by 10~'s (correspond-
ing to 200nm optical length), or a small deviation of the angular
frequency, say by 1kHz, will cause a significant phase drift. Note
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that there are several recent experiments that attempt to deal with
these challenges to demonstrate the advantages of the new type of
MDI-QKD scheme!*".

In this work, we implement PM-QKD with the set-up shown in
Fig. 2. To suppress fluctuations of the laser initial phases and fre-
quencies, we use the laser injection technique'®*". The set-ups on
Alice’s and Bobs sides are exactly the same. In the following, we con-
sider Alice’s side as an example. The master laser at the measure-
ment site, with 3 kHz linewidth and 1,550.12 nm centre wavelength,
emits a seed light that passes through a long fibre to lock Alice’s
distributed feedback laser. Alice’s laser generates optical pulses with
a clock rate of 312.5MHz. Two Sagnac rings are used to modulate
the pulses into four different intensities. The pulses with the largest
intensity are used as reference pulses for phase estimation, while the
other three pulses are used as the signal state, weak decoy state and
vacuum state to implement the decoy-state method. The extinction
ratio between the signal state and the vacuum state is ~20 dB. Two
phase modulators are employed to modulate 16 different phases.
Details of the laser injection technique and phase estimation are
presented in the Methods.

The pulses from Alice and Bob are transmitted through long
optical fibres and interfered at the measurement site. The interfer-
ence results are detected by two superconducting nanowire single-
photon detectors. The dark count is ~10 counts per second and the
detector efficiency is ~40%. The total detection efficiency reduces
to ~23% owing to 1.2dB insertion loss and 25% non-overlapping
between the signal and detection windows. Two stabilization
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Fig. 3 | Experimental parameters and results. a, Main panel: the experimental rate-distance performance of PM-QKD, compared with the theoretical
expectation and the linear key rate bound®. Data points marked by crosses and stars are, respectively, the key rate without and with use of phase-
mismatched signals. Here, N is the total number of QKD rounds. Inset: error rate against total loss. The solid line shows the bit error rate in the theoretical
model and the crosses show the experiment data. b, The bit error rate with respect to experiment time in the 302 km experiment. Each data point
represents a number of 3.31x 10° effective clicks, which are collected in 21.91min on average. Blue and red dots show the bit error rate for data with phase

difference j;=0 and 1, respectively. ¢, The parameters used in the experiment

and theoretical simulation. Note that the listed background count rate p,,

detection efficiency 54, misalignment error e, and fibre loss of PM-QKD are those used for the numerical simulation. The corresponding experimental
values depend on the specific environment and are listed in the Supplementary Information.

systems are inserted before the interference to filter out the noise
caused by the nonlinear effect of the fibre and to stabilize the inci-
dent pulses. Details of the implementation are presented in the
Supplementary Information.

Due to fibre fluctuation, there is a slow phase drift between Alice
and Bob. When the phase fluctuates slowly, pulses nearby share simi-
lar values of the reference deviation ¢;. Inspired by this observation,
we use a simple phase post-compensation technique*’. During the
experiment, Alice and Bob periodically send reference pulses and
quantum pulses. The reference pulse is typically more than one
order of magnitude stronger than the quantum pulse. Reference
pulses are used to estimate in which slice j; the reference deviation ¢;
lies, according to the interference results. Quantum pulses are used
to perform the PM-QKD experiment. After obtaining measurement
results, Alice and Bob publicly announce the random phase slices
jo Jo of the signal pulses. They calculate j =j,—j,+j; for raw key
sifting, where j; works as the post-compensation shift. Clearly, if j;
accurately reflects the real-time reference deviation of the system,
perfect interference will happen when j,=0 or j,=8. Note that the
estimated phase slice indices j; are only used in the post-processing,
which frees us from active phase-locking during state transmission.
Furthermore, compared with active locking, where the phase can
only be locked well when ¢; remains stable during the whole pro-
cess of phase estimation and feedback, the phase post-compensation
method can tolerate faster fluctuation, as long as ¢; does not change
much in the time between the reference and quantum pulses.

In the security analysis of PM-QKD?, due to the encoded phase

K, Ky coherent signals |a) = e_%la\zzk\';—% |k), originally a coher-

ent superposition of different photon number states {|k)}, will be
decoupled to a probabilistic mixture of odd and even photon num-
ber components p° and pe**. The final effective detection will then
be caused by either p°! or p=. The contributed ratios of p°! and
pee in the final effective detection are denoted ¢°* and g***", and
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obviously g*¥+g"=1. In a recent theoretical work®, information
leakage in PM-QKD is shown to be independent of channel distur-
bance. As a result, the privacy is only related to g=, regardless of
the bit error rate. The final key length is given by

K =M, 1= H(™)] ~ Lr (1)
where H(x) = —xlog,x — (1 — x)log, (1 — x) is the binary entropy
function. Here, we consider the case where Alice and Bob use the
same intensities of coherent states. The subscript y represents the
signal states with y, =, =p/2. The raw key length M, is the num-
ber of detection events caused by signal states when Alice and Bob
match their phases (j,;=0 or 8). The even photon component ratio
q," can be efficiently estimated by decoy-state methods''~"". The
error correction cost [, can usually be estimated as a function of
bit error rate E, (I, = fM,H(E,)), where fis the error correction effi-
ciency depending on Ej;. The key rate is defined by R=K/N, where
N is the number of QKD rounds. Details of the decoy-state method
and security analysis considering finite data size effects are pre-
sented in the Supplementary Information.

To further improve the key rate, one can take advantage of data
with mismatched phases. Note that the phase-mismatched sig-
nals of j;=1, 9 can be regarded as ones with a fixed misalignment
¢s=2m/D, which results in a larger bit error rate compared with the
phase-matched signals of j, =0, 8. Raw keys with different j, have the
same ¢°"*" in equation (1) and hence the same privacy. More explic-
itly, Alice and Bob can categorize the data from signal states into
D/2 groups, where the data of j,;=0, 8 are in the Oth group, the data
of j,=1, 9 are in the first group, and so on. Alice and Bob can correct
errors in each data group separately and perform privacy amplifica-
tion altogether. Of course, if the error rate in a group is too large,
they can simply discard that group of data.

Experiments were performed using 101, 201, 302 and 402km
standard optical fibres and a 502km ultralow-loss optical fibre.
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The experiment parameters and results are presented in Fig. 3,
from which one can see that the key rate-transmittance relation
follows R = O(,/77), in contrast with the linear rate-transmittance
bound. Specifically, the experimental results beat the linear bound
for distances of 302 and 402km. If we take the 302km fibre case
as an example, with the same channel transmission and detection
efficiency, the linear key rate bound is given by R,=5.44Xx107".
Our experiment yields a key rate of R=6.74%x10~7 with a failure
probability of €=1.68x107", when all the mismatched data are
used. The key rate is 24.0% higher than the bound. For the case of
302km, the data with mismatched phases have a significant contri-
bution to the overall key rate, which is 72.6% larger than the value
with only the phase-matched group considered. The key generation
speed is 94.4bps. Notably, our achieved key rate is three orders of
magnitude higher than the asymptotic key rate of the original
MDI-QKD scheme'®.

Meanwhile, in the 502 km experiment with an ultralow-loss opti-
cal fibre, we obtained a positive key rate, beating the current record
421 km fibre communication distance with QKD®. The channel loss
in the 502 km experiment was 81.7 dB and the total loss was 87.1 dB.
This new loss-tolerance record is comparable with the high-orbital
satellite link loss in free space.

Our results show that the PM-QKD system is stable and eco-
nomical, facilitating the promotion of practical QKD. In the future,
we expect to use the phase post-compensation technique to keep
the system robust by increasing the system repetition frequency and
enhancing the performance of the detectors. We also expect that
the PM-QKD experiment design will be helpful in the construc-
tion of quantum repeaters**, as well as extending the reach of the
quantum internet.
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Methods

Phase drift estimation. Rather than using extra devices to lock the phase, here
we apply the phase estimation method to estimate the drifted phase. Alice and
Bob need not obtain the exact value of the real-time phase deviation ¢;, but
only an estimate of the slice number j; for post-compensation. Moreover, the
estimation of j; does not need to be announced in a real-time manner. Instead, it
can be announced during the sifting process, as a post-selection shift factor. This
makes our protocol practical without active feedback. The schematics of the phase
estimation method are provided in the Supplementary Information.

In the reference pulse region, Alice and Bob send reference pulses to Charlie,
who interferes them and announces the results. They use the interference results
to estimate the phase slice difference between two reference pulses, ¢,. The right
detector click ratio P, after interference is

ne _ 14cos b5

~ P,
n. +mn 2

)

where 7, and n, are the counts of the right and left detector clicks, respectively. With
this ratio, one can classify the phase fluctuation ¢; to the phase slices 4; , marked by
jsaccording to the detection ratio.

Because the phase deviations ¢; and (2n — ¢,) yield the same P,, Alice and Bob
cannot discriminate these two cases from the ratio P.. To solve this problem, Alice
loads a ¢,=m/2 phase on the pulses in the latter reference pulse region, making the
phase difference ¢);+n/2, and hence P, = % In that case, one can distinguish
the phase slice j; from (16 — j;). With the interference results P, from case ¢, =0 and
¢, =m/2, Alice and Bob can estimate j; accurately.

To yield an accurate estimation of j; sufficient detection counts of the reference
pulses are required. According to the transmittance and phase drift velocity, it is
necessary to properly set the intensity and time duration of the reference pulse and
the system repetition frequency.

Laser injection technique. Fluctuation of the reference deviation ¢, is mainly
caused by three factors: initial phase fluctuation of the lasers, optical length
fluctuation and fluctuation of the laser frequencies. To minimize the fluctuation
caused by the first and the third factors, we apply the laser injection technique.
In the experiment, a narrow-linewidth continuous-wave laser at Charlie’s
side works as the master laser, while a DFB laser at Alice’s (and also Bob’s) side
works as the slave laser. The seed light generated by the master laser is divided
into two parts and sent to the two slave lasers through long fibres, which induces
stimulated emission. The set-up of the laser-injection device is described in the
Supplementary Information.
In this case, the wavelength and phase of the light generated by the slave
laser are the same as those of the seed light, which results in slower fluctuation of
the laser initial phases. In a local experiment test, interference results for pulses
generated by slave lasers show that the phase difference of two locked slave
lasers fluctuates with a relatively low speed. Details for this are presented in the
Supplementary Information. Here, the residual phase noise and fluctuation mainly

NATURE PHOTONICS

come from the spontaneous emission in the slave lasers. The nonlocal phase drift
test results are presented in the Supplementary Information. Although the phase
fluctuates faster with longer fibre, we can still obtain an effective phase estimation
in this case.

In the 101, 201, 302 and 402 km experiments, the master laser is located at the
side of Charlie’s interferometer. The fibres used to transmit the seed and signal
light are different, but have the same length. Due to the limited power of the master
laser and the low transmittance value, in the 502km experiments we place the
master laser and the slave lasers locally.

Data availability
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are available from the corresponding authors upon reasonable request.
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