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Online/Offline Signatures for Low-Power Devices

Andrew Chi-Chih Yao and Yunlei Zhao

Abstract—When digital signature is applied on low-power de-
vices, like smart cards, wireless sensors and RFID tags, some spe-
cific properties, e.g., better offline storage, more modular and flex-
ible deployment, are desired. To meet these needs, a new variant
of the Fiat—Shamir transformation for digital signatures, referred
to as I'-transformation, is introduced and formalized in this work.
Following this new transformation approach, some new signature
schemes (referred to as I'-signatures) are presented and discussed.
In particular, it is shown that the I'-signatures for discrete loga-
rithm problem (DLP) developed in this work combine, in essence,
the advantages of both Schnorr’s signature and the digital signa-
ture standard (DSS), while saving from the disadvantages of them
both.

Index Terms—Digital signatures, Fiat—Shamir transform, pri-
vacy preserving authentication.

I. INTRODUCTION

IGITAL signature is fundamental to information security,

and the construction of digital signature schemes that
can be provably secure is one focus of modern cryptography.
A common paradigm of obtaining signatures, known as the
Fiat-Shamir (FS) paradigm [14], is to collapse any >i-pro-
tocol (which is a kind of 3-round public-coin honest verifier
zero-knowledge protocol [11]) into a noninteractive scheme
with hash functions that are modeled to be random oracles (RO)
[8]. Roughly speaking, denote by a, e, z the first, the second
and the third message of a >.-protocol on a common input U
respectively, where a and z are from the prover, e is a random
challenge from the verifier, and the value a can be determined
from (U, e, z). Given a message m € {0,1}* to be signed,
the FS-paradigm computes and outputs (e, z) as the signature,
where e = h(a,m) and h is a hash function. To improve the
online/offline efficiency of digital signatures instantiated via
the FS-paradigm, the signer can precompute and store a list of
values a’s.
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The FS-paradigm is popular and successful in developing
practical digital signatures in practice, and plays a fundamental
and central role to most digital signature branches (e.g., blind
signature [28], multisignature [7], forward-secure (threshold)
signature [4], [5], identity-based signature [6], group and ring
signature [23]). For presentation simplicity, we refer to signa-
ture schemes derived via the FS-paradigm as FS-signatures. One
standing FS-signature scheme is the Schnorr’s signature scheme
based on the discrete logarithm problem (DLP) [30], which was
identified as a provably secure one among the various variants
of ElGamal scheme [20]. The formal analysis of digital signa-
tures via the FS-paradigm in the random-oracle model, where
the hash function & is modeled to be a RO, was conducted in
[28] (we would also remind the reader of some critiques on se-
curity in the standard model [18]). At the core of the analysis in
[28] is a forking lemma, which is further abstracted and gener-
alized in [1].

Most FS-signature schemes enjoy very practical online effi-
ciency. The notion of online/offline signature was introduced
in [13]. The idea is to perform signature generation into two
phases: the offline phase and the online phase. Online/offline
signature schemes are useful, since in many applications the
signer (e.g., a smart card or a wireless sensor) has a very
limited response time once the message is presented (but it
can carry out costly computations between consecutive signing
requests). The online phase is typically very fast, and hence
can be executed even on a weak processor. Online/offline
signature schemes are particularly remarkable in applications
based on storage or power limited devices (e.g., smart cards,
wireless sensors, and RFID tags) [31]: the offline phase can be
implemented either during the device manufacturing process or
as a background computation whenever the device is connected
to power. Some general transformations from any signature
scheme to secure online/offline signature scheme are known
(e.g., [13], [31]), but the resulting signature schemes are typi-
cally not as efficient as the signature schemes resulted directly
via the FS-paradigm.

Motivation. In this work, we discuss some disadvantages of
the FS-paradigm (for certain applications).

* Firstly, suppose the signer precomputes and stores a set of

values A = {ay,...,a,,} (besides the preimages of them,
e.g., the discrete logarithms for Schnorr’s signatures) in
the offline phase, where g, > 1 and each a; is of length
len, 1 < 4 < g,. Then, the offline storage complexity for
storing A is g, - len which is quite large for most FS-signa-
tures (e.g., for Schnorr’s signature over Z7 for a 1024-bit
prime p, len = 1024).

+ Secondly, the set A cannot be stored in a public storage or
in private at the verifier side (without sacrificing the prov-
able security), in order to reduce the offline storage of the
signer, to allow the verifier to precompute some interme-
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diate values (derived from A) to accelerate online signature
verification, and to enable privacy-preserving authentica-
tion (for the case that A is kept in private by some desig-
nated verifier).

« Thirdly, the generation of ¢ = h(a, m) requires the knowl-
edge of both ¢ and m. This causes less modular and flexible
deployment of FS-signatures within interactive protocols
(e.g., the IKEv2 standard [21], [22]) in order to get better
balanced communication flows and computational loads,
where the message to be signed is generated and exchanged
interactively and can be determined only in the last round.
More detailed discussions are referred to Section IV-A.

Contribution. In this work, we first formalize a new family
of protocols, called I'-protocols. I'-protocols are a special kind
of Y-protocols, but, briefly speaking, with the following main
differences: (1) I'-protocol has a special first-round message
structure, which, besides the value a, additionally consists of
another random value d. (2) Besides the special soundness as re-
quired for Y-protocols, I'-protocol additionally requires a new
property, called knowledge extraction w.r.t. e-condition, which
ensures knowledge extraction from any two different conversa-
tions {(a,d),e,z} and {{a,d'), ¢, 2}, where d # d', as long
as (d, e, d’, ¢') satisfy some predetermined relation called e-re-
lation .. We then present and prove several practical I'-proto-
cols for some commonly used number-theoretic problems, say,
the DLP problem and the g-th root problem (QRP).

Our new transformation method, referred to as I'-transforma-
tion, transforms a I"-protocol into a digital signature scheme (re-
ferred to as I'-signature) as follows: Let f and ~ be two hash
functions. On a message m to be signed, the signer computes
d = f(a), e = h(m) and z, and outputs (d, ) as the signa-
ture on m. For the security of I'-signatures, we define a new
stronger security notion, called strong existential unforgeability
under concurrent interactive attacks. In the security definitional
game, the adversary is allowed to interact with a I'-signature
signer concurrently and interactively, which can in particular
invoke the signer to get a list of values D = {d1....,d,,}
before presenting any actual message to be signed. This secu-
rity captures strong unforgeability for interactive settings and
for public or private precomputed D). We then show that I"-sig-
natures are strongly unforgeable under concurrent interactive
attacks in the random oracle, where only f is assumed to be
random oracle while h is still a real hash. Specifically, we as-
sume h to be any hash function that is collision-resistant (CR)
and satisfies another property named target one-way (TOW).
Roughly speaking, a hash function A is target one-way, if given a
value taken randomly from the range of 4 no efficient algorithm
can compute its preimage. We discuss that target one-wayness
can be a quite reasonable assumption, and clarify the relation-
ship between TOW and CR, which might be of independent in-
terest and brings the TOW property for future investigations of
hash functions. Following this new transformation approach, we
present and discuss some new signature schemes referred to as
I"-signatures.

We show that I'-transformation overcomes all the disadvan-
tages of the FS-paradigm discussed above. We focus on the new
I"-signatures for DLP developed in this work, and compare them
in detail with Schnorr’s signature and the DSS scheme [15].

In essence, the I'-signatures for DLP developed in this work
combine the advantages of both Schnorr’s signature and DSS,
while saving from the disadvantages of them both. Finally, we
conclude this work with discussions on some future research
directions.

II. PRELIMINARIES

We review preliminaries in this section, with more details
contained in Appendix A.

If A is a probabilistic algorithm, then A(xq,x2,...;p) is
the result of running A on inputs 1,2, ... and coins p. We
let y «— A(z1,x0,...;p) denote the experiment of picking p
at random and letting y be A(x1,z2,...;p). If S is a finite
set then |S| is its cardinality, and (&1,...,2,)— S, v > 1,
is the operation of picking v elements uniformly and indepen-
dently from S (that is, each value «;,1 < ¢ < v, is taken uni-
formly and independently from the set &). If « is neither an al-
gorithm nor a set then x «— ¢ is a simple assignment statement.
By Pr[E : Ry;...; R,] we denote the probability of event F,
after the ordered execution of random processes Ry, ..., R,.
A string means a binary one, and for arbitrary strings e; and
ea, €1]|e2 denotes the concatenation of ¢; and e5. For presen-
tation simplicity, we simply denote by {0,1}' \ {0} the set
of all [-bit binary strings except 0'. Throughout this work, the
notations {(a,d),e,z} and (a,d, e, z) are interchangeable. A
function (!) is negligible if for every ¢ > 0 there exists an
lc such that (1) < 1/I¢ for all I > [.. A hash function h :
{0,1}* —{0, 1} is (¢, e, )-collision resistant, if for any ¢-time
algorithm A it holds that Adv} 4 (1') = Pr[h(z) = h(z') :
(z,2") — A(R)] < eep.! '

A polynomial-time computable function F :
{0,1}* —={0,1}* is called one way, if for any proba-
bilistic polynomial-time (PPT) algorithm A there exists a
negligible function & 4(-) such that for all sufficiently large /,
it holds that Advy"s (1Y) = Prly = f(a') : o —{0,1}5y =
flzyz' = AL y)]] < ea(l). Alternatively speaking,
Adv?”,(+) is a negligible function for every PPT algorithm
A. On the security parameter [ we say an algorithm
A (t,e)-breaks the one-wayness of F', if A runs in time ¢ and
has Adv’ (1) > e.

On input of the form (p, ¢, g, X) such that X = ¢® mod p,
where p, q are primes, g is an element in Z of order ¢ and
is taken uniformly at random from Z7, the discrete logarithm
problem (DLP) is to compute z, and the DLP assumption says
that, for any PPT algorithm A there exists a negligible func-
tion £_4(+) such that for all sufficiently large security parameter
I = |q|, it holds that Adv%yy (1)) = Prly = ¢* 2w — Z,y =
g% Alp,q,g9.y) = '] < £.4(1), where the probability is taken
over the random choices of (p, 4, g, ) and the coins of A. The
DLP problem and DLP assumption can also be defined on el-
liptic curves over finite fields.

Let N be an RSA modulus (i.e., the product of two large
primes), and let ¢ < N be a prime. Given a value y € Zy, the

ITo be precise, i is a keyed cryptographic hash function: {0,1}* x
{0.1}* —{0,1}', where k is polynomial in . The probability Adv; (14 is
taken over the random choice of &K' «—{0, 1}* and the random coins of 4. For
presentation simplicity, we assume £ is hardwired with a key K that is chosen
uniformly at random from {0, 1}* and serves as a public parameter.
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g-th root problem (QRP) over Z7% is to find an element z € Z
such that y = ¢ mod N. The QRP problem is assumed to be
one-way (without knowing the order of Z%;), where the prob-
ability is taken over the random choices of (N, z,y) and the
random coins of the attacker. Note that, if ¢ = 2, the QRP
problem is just the square root problem (modulo V) whose hard-
ness is computationally equivalent to that of factoring /V. For
g > 2, the QRP problem can be viewed as a special case of the
RSA problem, which is conjectured to be easier than factoring
[10].

III. RESULTS

A. TI'-Protocols

Definition 3.1 (I'-Protocol): We consider a 3-round protocol
(P, V) for an A"P-relation R. On the security parameter ! in
unary notation and a common input U, the private input of the
prover P is a string w satisfying (U, w) € R, where both the
length of U and that of w are polynomials in /. On the secu-
rity parameter [ and a common input U/, the interaction between
P(w) and the verifier V' consists of three rounds:

In the first round, the prover P computes a = f,(rp, U) and
chooses a value d uniformly at random from a set denoted D,
where f, is a polynomial-time computable function, 7 p is taken
uniformly at random from a set denoted 12 ;. The prover P sends
(@, d) to the verifier V. For presentation simplicity, we require
the value a be distributed uniformly over a set denoted .A.

After receiving (a, d), the verifier responds back a random
challenge e in the second round, where e is taken uniformly at
random from a set £. For presentation simplicity, we assume
both e and d are of length /, which also serves as the security
parameter.

In the third round, the prover sends back z = f,.(rp,w,d, e),
where f, is a polynomial-time computable function and z is
uniquely determined by (U, a,d, e). The verifier V' applies a
deterministic predication procedure Ver on (U, a,d, e, z) and
accepts if and only if Ver(U,a,d, e, z) = 1. We require that,
Jorany (U, a,d, e, z)satisfying Ver(U, a,d, e, z) = 1, the value
abe computed (determined) from (U, d, e, z).

The protocol (P, V') is called a '-protocol, if for any suffi-
ciently large security parameter /, it satisfies:

* Completeness. If P, V follow the protocol, the verifier al-

ways accepts.

+ Perfect/statistical SHVZK (special honest verifier
zero-knowledge). There exists a probabilistic polyno-
mial-time simulator S, which on input I/ € {0, 1}relu(!)
(where there exists an A P-witness w such that
(U,w) € R) and a random string d — D and an ar-
bitrary string é € &, outputs an accepting conversation,
such that the following two probability ensembles are
identical or statistically indistinguishable:

{S(U da é)}L’,QZ,é
{(I, = fa(Tp7 Zj), Cz, (AZ, z = ]"Z(Tp7 w, dA, é)}U(‘I &t
* Knowledge extraction w.r.t. e-condition. From any

common input U of length » (that is polynomial in /) and
any pair of accepting conversations on input U, (a, d, e, z)
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and (a,d’.¢',z") where (d,e) # (d’'.€’), one can effi-
ciently compute w such that (U, w) € R under a condition
w.r.t. an A'P-relation R,, referred to as ¢-condition, that
R.(d,e.d',e’) = 1. In particular, for all T'-protocols it
holds that R,(d.e,d’,e’) = 1 foralld = d’ bute # ¢,
which then implies the special soundness property of
Y-protocol (recalled in Appendix A).
I"-protocol versus 3-protocol. By definition, I'-protocol is a
special case of Y-protocol (recalled in Appendix A), and thus
all results (particularly, the OR-techniques [12]) that hold for
Y-protocols hold also for I'-protocols. The major differences
between ['-protocol and >I-protocol are: (1) I'-protocol has
a special first round message structure, which particularly
includes a random value d sent by the prover. The reason that
we require such a special structure of the first round message
is: when the I"-protocol is transformed into a signature scheme,
the value d is set to be f(a), where f is a hash function that
is modeled to be a RO in security analysis. (2) The SHVZK
simulator takes both d and ¢ as input. In particular, the SHVZK
property holds w.r.t. arbitrary input e € £. (3) The knowledge
extraction property considers not only different verifier chal-
lenges e and €', but also different prover messages d and d'. In
particular, the e-condition is required for the case of d # d’.
Remark: The above different features of I"-protocols (in com-
parison with Y-protocols) are important to reduce the security
of the signature schemes derived from them, i.e., I'-signatures,
to the security of the underlying I'-protocols (particularly, with
only one of the two hash functions is modeled to be RO). Indeed,
the introduction of I'-protocols is tailored for demonstrating the
underlying derivation mechanism of I'-signatures and for secu-
rity reductions. We remark that I'-protocols do not necessarily
enjoy advantages (in efficiency and security) over Y-protocols.
However, as we shall see, the signatures derived from I'-proto-
cols, as is the focus of this work, can overcome the mentioned
disadvantages of signatures derived from >:-protocols.
We note that many >:-protocols can be modified into I'-proto-
cols. Based on the >J-protocols [19], [30], we present and prove
I"-protocols for DLP and QRP below.
I'-protocol for DLP. The common input is the same as that
of Schnorr’s protocol [30]: U = (p.q,g.y) such that y =
g~ " mod p, where g is of order ¢. The prover’s private input is
w € Ay
* P chooses r uniformly at random in 7, and d uniformly
at random from {0, 1}! \ {0}, where / is fixed such that
2l < ¢q. Psendsa = ¢g" mod panddtoV.

* V chooses a challenge e uniformly at random in {0, 1} \
{0}, and sends e to P.

e P sends = = dr 4+ ew mod g (respectively, z =
7 + dwe mod ¢) to V, who checks that d € Z7 and

zd_l, ed ™!

q Y = a mod p (respectively, g = a mod p),
that p, ¢ are primes and that ¢, y are of order ¢, and accepts
iff this is the case.

Theorem 3.1: The above protocols are I'-protocols for DLP
under the e-condition that: R.(d,e,d’,e') = 1 iff d"le #
d'~1e’ mod ¢ (respectively, de # d'e’ mod q).

Proof: The completeness property is direct. Note also that
the value z (respectively, a) is determined by (U, a,d, ¢) (re-
spectively, (U, d, e, 2)).

zyde
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Perfect SHVZK. Let D = £ = {0,1}! \ {0}. On common
input y and given (d,e), where d«+ D while e is an arbi-
trary string in £, the SHVZK simulator S works as follows:
It first selects z uniformly at random from Z,, computes
a = ¢ 'y mod p (respectively, ¢ = g¢7y%* mod p),
and outputs (a,d, e, z) as the simulated transcript. Note that
—we)d ™! (respectively, ¢ = g*~*9¢), and thus the value
r = (z — we)d™! mod g (respectively, r = z — wde mod q)
is distributed uniformly over Z,, from which perfect SHVZK
follows.

Knowledge extraction w.r.t. e-relation. Given two ac-
cepting conversations (e, d,e,z) and (a,d’,¢’,z"), we have

a=gt

thata = ¢ 'y = 4277 ¥4 mod p (respectively,
a = gyt = gzlyd'e' mod p), from which we can compute
w = z2d ' —2d " Yed™t —¢/d "t mod g (respectively,
w = z—2z'/de— d¢ mod q) under the e-condition that

d~te # d’~'e¢/ mod q (respectively, de # d'e’ mod ¢). Note
that if d = d’ but e # ¢, the e-condition always holds (recall
that both e and ¢’ are in Z,). O

I'-protocol for the ¢-th root problem (QRP). Let IV be an
RSA modulus and ¢ be a prime. The common input is U =
(N,q,y), and the private input is w € Z} such that y =
w? mod N.

+ P chooses r atrandom in Z, and d at random from {0, 1}!
where [ is fixed such that 2! < ¢, and sends ¢ = r? mod N
anddto V.

+ V chooses a challenge e uniformly at random in {0, 1}!
and sends ¢ to P.

e P computes [de], = demodyq, and sends z =
rwl?le mod N to V', who checks that a = 21 / yl%ls mod
N, that ¢ is a prime, that ged(a, N) = ged(y, N) = 1,
and accepts iff this is the case.

Theorem 3.2: The above protocol is a I'-protocol for
QRP under the e-condition that: R.(d,e.d’,¢’) = 1 iff
de # d'¢’ mod q.

Proof: The completeness property is direct. Note also that
the value z (respectively, a) is determined by (U, a,d, e) (re-
spectively, (U, d, e, 2)).

Perfect SHVZK. Given (U,d,e), the SHVZK simu-
lator chooses z uniformly at random from Z3;, computes

a = 29/yl%ls mod N, and outputs (a,d,e,z) as the simu-
lated transcript. Note that a = 29/yl%le = (z/wl®la)7 Let
7 = z/wl® mod N, we have: « = #7 and z = 7wl

As z is taken uniformly at random from Z3%, ¥ is distributed
uniformly over Z3, from which perfect SHVZK follows.
Knowledge-extraction w.r.t. e-condition. Given (a,d, e, z)
and (a,d’,¢’,2') such that 2¢ = ayl%le mod N and 2'? =
ayl”ls mod N (w.lo.g., we can assume [de], > [d'¢'],).
By letting 2 = z/2’ mod N and A = [de], — [d'¢'],, we
have: 29 = y° mod N. The e-condition is defined to be
R.(d,e,d',e’) = 1iff A # 0. Note that the e-condition always
holds for d = d’ but e # & (recall that both ¢ and ¢’ are in
Z4). Under the e-condition, we have that ged(A, ¢) = 1, and
thus there exist integers « and 3 such that «A + B¢ = 1.
From this fact, we have that 2°7 = y*® = '~ mod N,
from which we get y = 2%y = (2°4?)? mod N. Thus,
from (a,d, e, z) and (a,d’, e, z’) under the e-condition, we get
w = 2y” mod N. O

B. T'-Transformation and I'-Signatures

Let Rr be a one-way A P-relation such that (U, w) € Rp if
and only if U = F(w), where F is a one-way function (OWF).
Given aI'-protocol for a one-way N P-relation R g, the I'-trans-
formation conveys it into a signature scheme as follows:

* KEY GENERATION: K eyGen. On the security parameter [,

the key-generation algorithm KeyGen selects an element
w of length n (that is polynomial in /) uniformly at random
from the domain of the OWF F. Compute U = F(w). U
serves as the public-key, and w serves as the secret-key.

* SIGNATURE GENERATION:Sign. Let f : A—D and h :
{0,1}* — & be two cryptographic hash functions.2 On a
message m € {0,1}" to be signed, the signer computes
a= fo(rp,U),d= f(a),e=h(m),z = f.(rp,w,d,e),
and outputs (d, z) as the signature, where, as specified in
Definition 3.1, »p is taken uniformly at random from a set
denoted Rp.

* SIGNATURE VERIFICATION:V erify. Given U, wm and
(d, z), the verifier first computes ¢ = h(m) and then
computes a from (U, d, e, z). The verifier accepts if both
Ver(U,a,d,e,z) = 1 and d = f(a), where Ver is the
verification procedure for the underlying I"-protocol.

We refer to the signature schemes, derived by applying

I"-transformation on I'-protocols, as I'-signatures.

1) Online/Offline U'-Signatures: As the value d can be
computed without knowing the actual message to be signed, it
can be sent to the verifier before knowing the message to be
signed. This eases deployment of I'-signatures in interactive
settings, e.g., by allowing the verifier to precompute some
intermediate values related to d to accelerate online signature
verification, and by balancing traffic flows and computational
loads. Moreover, the signer can offline precompute and store
a set of values D = {di,...,d,.}, where d; = f(a;), and
any intermediate values that can be computed from (d;, 7, w)
where a; = f,(r5, U),1 < i < g,.

Furthermore, if the signer does not need to use the value
d;, but only some intermediate values precomputed from
(d;, %, w), for signature generation in the online phase upon
receiving the actual messages to be signed, the set D can be
stored in some public storage, or in private at the side of verifier
(for application scenarios like RFID or wireless sensor authen-
tications, where the verifier is a server or base station and the
signer only signs messages to this designated verifier). In this
case, the prover does not need to store and send the component
d in signature generation, which further reduces the offline
storage complexity and is important for certain application
scenarios (e.g., the signer is an RFID tag, a wireless sensor,
or a smart-card, etc., with very limited storage capability).
Rather, the signer runs a counter ctr. For each signature query
on a message mn, the signer sets ctr = ctr + 1, m’ = m||ctr
and signs the message m' to get z, and sends (¢tr, z) to the
verifier. With ctr the verifier retrieves dg from D and then

2The reason we differentiate the two hash functions f and A is that, as we

shall see, we only require f to be random oracle in the security analysis. In
practice, f and i can be the same.
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checks (dctr, #) is a valid signature on m|ctr.3In addition, for
I"-signatures with precomputed private D, a signature of the
form (ctr,z) can only be verified by the designated verifier
who keeps D in private, which is useful for many application
scenarios (e.g., authentications based on RFID, wireless sen-
sors, and smart-cards) where privacy-preserving authentication
is desired.

2) I'-Signatures for DLP: Next, we present the ['-signatures
for DLP (derived by applying I'-transformation on the above
I'-protocols for DLP). Actually, based on the special structure
of the I"-protocols for DLP, we directly describe the online/of-
fline version of the resultant I'-signatures. For presentation sim-
plicity, we often omit the operations of “ mod ¢” (for operations
over Z) and “modp” (for operations over Z,,).

* Public-key:UU = (p,q.y = g "), where w € Z;.

+ Secret-key: w.

e Offline precomputation: The signer precomputes and
stores (d, dr) (respectively, (r,d, dw)), where r is taken
randomly by the signer from Z,, a = g", and d = f(a).
In general, the signer can offline precompute a list of
values  {(d1,dir1),...,(dy,.dg,74.)}  (respectively,
{(r1,d1, dyw), ..., (rq,,dq. . dg.w)}), where d; = f(a;)
and a; = g™, 1 < ¢ < ¢5. Moreover, the set of values
D = {dy,....d,,} can be stored in a public storage, or
stored in private at the side of the verifier.

* Online signature generation: After receiving the message
m to be signed, the signer computes e = h(m), retrieves
the prestored value (d,dr) (respectively, (r,dw)), and
computes z = dr + ew (respectively, z = r + dwe). The
signer outputs (d, z) as the signature on 1.

« Signature verification: Given a signature (d, z) on a mes-
sage 1, the verifier computes e = h(rm) and accepts iff
de Z;,z € Z;and Fg7 44" = d (respectively,
flg7y®) = d).

For presentation simplicity, we denote by I' — 1 (respectively,
I' — 2) signature the resultant I'-signature under DLP for the
version of z = dr + ew (respectively, z = r + dwe).

C. Random e-Condition and Target One-Way Hash

Recall that the knowledge-extraction property of I'-protocol
is defined w.r.t. the e-condition R, which is defined for arbi-
trary (d, e, d’, ¢’) where (d,e) # (d',¢’). However, the actual
security analysis of I'-signatures (via the above I'-transforma-
tion) will be conducted w.r.t. a random version of the ¢-condi-
tion, where d and d’ are taken randomly from D while ¢ and ¢’
are outputs of a hash function i : {0,1}* — &.

Definition 3.2 (Target One-Way Hash): A hash func-
tion h : {0,1}* =& C {0,1} is (t,e.)-target one-way
(TOW) w.r.t. an e-condition R, (and a set D C {0,1})),
if for any ¢-time algorithm A = (A;, As) it holds that
AdviS (1Y) = Pr[R.(d,e = h(m),d ¢’ = h(m')) = 0 : d

3In general, if the signer needs only to sign messages to several, say k, servers

or organizations {17, ..., V}.}, the signer can offline precompute several sets
of Dy,..., D, and stores D; at V;,1 < i < k. In this general case, the signer
needs to run % counters {ctry, . .., ctry, }, where ctr; is for synchronism on the

set 1; between the signer and V;,1 < ¢ < k.
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—D;(m,s)— Ar(h,d);d «—D;m' = Az(h,d,m.d,s)] <
€. , where s is some state information passed from A; to As.
The function £ is said to be target one-way, if Adv;"%i(-) is a
negligible function for every PPT adversary A. '

The above TOW definition is quite general. As a special case,
suppose the value ¢’ determined by (d, e, d') under the relation
R, is distributed uniformly over £. Then, the target one-way-
ness ensures that any polynomial-time algorithm can inverse
only a negligible portion of elements in £. We suggest that
the corresponding TOW assumption can be quite natural and
reasonable, particularly for most existing cryptographical hash
functions and for all I'-protocols considered in this work. For
example, consider the e-condition for the I'-protocol for DLP
presented in Section II-A: R.(d,e,d’,e') = 1 iffd le #
d' e’ mod q. Thatis, R.(d.e,d’,¢') = 0iffe’ = d led mod
q. As d' —{0,1}' \ {0}, the value ¢’ is distributed uniformly
over a subset of cardinality 2! — 1 in Zy. To break the random
e-condition in this case, an adversary A has to find m’ such that
h(m') = e'. Recall that the range of the hash function 4 is also
{0,1}1\ {0}. We consider two cases:

+ Case-1: The value ¢ is not in {0, 1} \ {0} (but in Z} \
{1,...,2'}). In this case, the random e-condition holds
unconditionally, and any (even power unlimited) algorithm
cannot break it.

+ Case-2: The value ¢’ € {0, 1}/\ {0}. This case implies that
the adversary A can compute the preimage of a random
value ¢’ determined by the values (d, e, d’) under R,.

In general, if we view both the ranges of d and e are defined to
be Z;, then breaking the above random e-condition corresponds
to inversing a value taken uniformly at random from the range
of the hash function 4.

Target one-wayness versus preimage resistance. Let
h : Dom — & be a hash function. Informally speaking, % is
one-way (a.k.a., preimage resistant) if giveny = h(z), where
is taken uniformly at random from the domain Dom, it is hard
to find a preimage of y. In comparison, target one-wayness
informally says that it is hard to find a preimage of y, where
y is taken randomly from the range £. 1t is well known that
collision resistance implies traditional one-wayness as long
as |&|/|Dom/] is small (i.e., negligible in security parameter)
[29]. However, as we shall see below, target one-wayness and
collision resistance can be two fundamentally different notions.

Target one-wayness versus collision-resistance. Consider
a special function A : {0,1}* — &, where for all m € {0,1}*,
h(m) is a fixed value in €. Clearly such a function is not col-
lision-resistant, but it can still be target one-way. On the other
hand, suppose £’ is any subset of cardinality |£]/2 in £. Con-
sider another function A : {0,1}* — &, where h(m) = m if
m € &', and h(m) = f(m) form & & where f : {0,1}* =&
is another collision-resistant and one-way hash function. The
function & is not target one-way w.r.t. certain natural e-rela-
tions (e.g., the e-relation for DLP when D and £ are defined
to be Z;), but can still be collision-resistant. This shows that
target one-wayness and collision-resistance do not imply each
other in general.

However, for most existing cryptographic hash functions and
for most e-relations considered in this work, it may still be
reasonable to assume that collision resistance implies TOW.
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With the e-relation for DLP as an example, suppose there exists
an efficient algorithm A that can violate TOW of the function
h:{0,1}* — & = {0,1}'\ {0} with nonnegligible probability.
Then, there exists a subset denoted £’ in £ such that |£'|/|€|
is nonnegligible in [ and for each value e € & A can inverse
e with nonnegligible probability. Then, if with nonnegligible
probability we can sample in polynomial-time a value m such
that ~(m) € &' and h(m) has at least two preimages, then we
can use the ability of A to violate the collision-resistance of 4.
In particular, supposing the function 4 is regular, i.e., each value
in the range of ~ has the same number of preimages, collision
resistance implies TOW in this case.

Target one-wayness in the random-oracle model. For
all I'-protocols considered in this work, we have that for any
(d,e,d’) there exists at most one value ¢/ € & satisfying
R.(d,e.d',e’) = 0. For these e-conditions, supposing A is
modeled to be a random oracle, then A is always target one-way.
Specifically, for any adversary A who makes at most ¢;, queries
to the RO A, Adv}fﬁ < qn/l€

D. Strong Existential Unforgeability Under Concurrent
Interactive Attack

Motivated for deploying signatures in interactive protocols
or w.r.t. public/private D, in this section, we model the secu-
rity of '-signatures in concurrent interactive settings. Strong ex-
istential unforgeability under concurrent interactive attacks for
a signature scheme [[ = (KeyGen, Sign, Verify), where a
signature can be divided into two parts (d, z), is defined using
the following game between a challenger and a forger adversary
F.

* Setup. On the security parameter /, the challenger runs
(PK,SK) «— KeyGen(1!). The public-key PK is given
to adversary F (while the secret-key S K is kept in private).

* Suppose F makes at most ¢ signature queries. Each sig-
nature query consists of the following steps: (1) F sends
“Initialize” to the signer. The ¢-th initialization query is
denoted as 7;, 1 < i < g¢5. (2) Upon the i-th initializa-
tion query, the signer responds back d;. (3) F adaptively
chooses the message m; to be signed, and sends m; to
the signer. (4) The signer sends back z;, where (d;, z;) is
the signature on message m;. F is allowed to adaptively
and concurrently interact with the signer in arbitrary inter-
leaved order. As a special case, F can first make ¢, initial-
ization queries, and get all the valuesin D = {d1, ..., d,,}
before presenting any message to be signed. We refer to the
interactions for each signature generation as a session. To
distinguish different concurrent sessions, we assume that
the signer assigns a unique session identifier s¢d to each
session, and each message bears the corresponding sid. In
particular, it is ensured that the same d; will never be used
in two sessions.

 Output. Finally, F outputs a pair of m and (d, z), and
wins the game if (1) Verify(PK,m,d,z) = 1 and (2)
(m,d,z) & {(ma,d1,21),..., (Mg, dq,. 24,)}

We define AdeigS“f;m(ll) to be the probability that F

wins in the above game, taken over the coin tosses of KeyGen
and of F and the signer (and the random choice of the random

oracle). Then, on the security parameter {, we say a forger
F (t,q¢s.q5,¢)-breaks a I'-signature scheme [] (with respect
to a RO f), if it works in time ¢, makes at most ¢, signature
queries and ¢y random-oracle queries to f (for security in
the standard model, the parameter gy will be omitted) and
Adeig?‘jﬁ;m(ll) > e. We say the signature scheme [] is

suf—cia

strongly existential unforgeable, if AdeigH - (+) is a negli-

gible function for every PPT forger 7.

E. Security Analysis

Next, we present the security analysis of I'-signatures. The
analysis uses the general forking lemma [7].

Lemma 3.1 (General Forking Lemma [7]): Fix an integer
G > 1andaset O of size A. LetC be arandomized algorithm that
oninputU, dy, ..., d; returns a pair, the first element of which is
an integer in the range 0, . . ., § and the second element of which
we refer to as a side output. Let |G be a randomized algorithm
that we call the input generator. The accepting probability of C,
denoted acc, is defined as
Pr[J>1:U—1IG;dq,...,dg+—0O;(J,0)—C(U,dy,...,dg)]

The forking algorithm Fi; associated with C is the randomized
algorithm that takes input I and proceeds as follows:

Algorithm 1 The Forking Algorithm F.(U)

Pick coins p for C at random
di,...,dg — O
(J,0)—C(U,dy,...
if J = 0 then

return (0, L, 1)
end if

A o e

(',6") —C(U,dy,....ds 1,dY,...
9: ifJ =J Ady # d; then

10:  return (1,0,0")

11: else

12:  return (0, 1, 1)

13: end if

»djs p)

Let

frk=Prb=1:U«—IG;(b,0,0") — Fc(U)].

acc 1
rk > acc| — — — | .
fr _(L(((d )\)
|

In the following analysis, for presentation simplicity, we
assume the underlying I'-protocols are of perfect SHVZK
(which is particularly the case for all I'-protocols considered
in this work). The extension to statistical I'-protocols is direct.
In the following theorem, let ¢., denote the time to extract
the secret-key SK from two conversations (a,d,e,z) and
(a,d, ¢, 2"), where (d,e) # (d',¢') and R.(d,e,d',¢') = 1.
Let ¢, denote the time to answer a signature query, and

Then
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Setup: (PK,SK) « KeyGen(1'), (dv, -+ ,dq,,dg, 41, ,dg,+q;) < (D)=TU. Let § = g5 + q5. The input
to C is PK and (dy,--- ,dg). C provides F with a random tape, and runs F by playing the role of signer of
public-key PK. C also maintains an array 7 that is initiated to be empty.

RO queries: Upon the i-th RO query denoted Q; from F, 1 < i < ¢y, C first checks whether f(Q;) has been
defined by checking whether there exists a record of the form (j,Q;,«) in T where 1 < j < 4. If yes, C just
sends back the already defined value f(Q;) = o to F. Otherwise, C defines f(Q;) = dg, 44, stores the record
(J=¢s+1,Qs, f(Qs) =dg.4s) in T, and sends dg, 4, to F.

Signature query simulation: Upon the i-th initialization query I;, 1 < ¢ < g, C responds back d;. Upon receiving
the i-th message m; to be signed, C computes e; = h(m;), and runs the SHVZK simulator S(PK, d;,e;) (of the
underlying I-protocol) to get a simulated transcript (a;, d;, e;, z;). Note that, due to the perfect SHVZK property,
we have that the value a; is distributed uniformly over the set .A. Then, C checks whether f(a;) has been defined,
by checking whether there exists a record of the form (7, a;,-) in T If yes, C halts and outputs (0, L) (this event
is referred to as Bad-1); otherwise, C defines f(a;) = d;, stores the record (i, a;,d;) in T, and sends back z; to
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F

When F halts, C checks whether the following conditions hold:

Fl.  F outputs (m,d, z). Letting e = h(m) and letting a be the value computed from (PK, d, e, z), we have
(1) (a,d, e, z) is an accepting conversation on PK and (2) there exists a record of the form (J, a,d) in

T, ie, d= f(a), where 1 < J <.

F2.  (m,d,z) & {(mi1,d1, 1), , (mg,,dg,, 2g,)}-

F3.  For any m; # m, 1 <i < g, it holds that e = h(m) # h(m;) = e;.
If the above conditions do not hold, C halts and outputs (0, L). Otherwise, C further checks whether J €
{1,--+,qs}. I J € {1,--- ,qs}, C outputs (J, (a,d,e,z),(a,d,e;,z5)), where e = h(m) and e; = h(my). If
J&{1,--- ,qs} (butin {gs +1,---,G}), C outputs (J, (a,d, e, z)).

Fig. 1. Reduction from OWF to I"-signature forgeries.

4 = ¢, + gy. We assume the time in answering a RO query is
O(1).

Theorem 3.3: Let [[ = (KeyGen,Sign,Verify) be a
I'-signature scheme derived by applying the I'-transformation
on a I'-protocol w.r.t. an e-relation I?, and two hash functions
h:{0,1}* =& and f : A— D, and let ' be a OWF that
dominates key generation, i.e., for any (PK,SK) output
by KeyGen it holds that PK = F(SK). Suppose f is a
random oracle, and assume A is (%, ., )-collision resistant and
(t, €100 )-target one-way, and assume there exists a forger F
who can (2, ¢,, ¢y, €)-break the strong existential unforgeability
of J] under concurrent interactive attack. Then, there exists an
algorithm that can (#', ¢’)-break the one-wayness of F, where
t =2+ 2¢yls + tey + O(gy) and

°C 1
e > ace (% — W) — Etow> (1)

where,

qs(2q5 + qs — 1)) ( 1 )
e > - - — — — e | .
acc > (1 2 IS D] Eer 2)

Proof (of Theorem 3.3): On the security parameter /,
supposing a forger F can (¢, qs, qs,¢)-break the I'-signature
scheme ], we build an efficient solver B for the one-way
function F'. Namely, run (PK, SK) «— KeyGen(1') and give
PK to B, whose task is then to compute SK. To apply the
general forking lemma [7], we first build an algorithm C, which
is presented in Fig. 1 (page 8).

Denote by acc the probability that C outputs (.J, o) for .J
1, where ¢ = ((a,d.e,2),(a.d,ey,z5)) (respectively, o
(a,d,e,z)) for J € {1,...,¢qs} (respectively, .J > g).

Lemma 3.2:  acc > (1 — qs(2q7 + ¢s — 1)/2]A|)(e
1/|D] — ecr).

Proof (of Lemma 3.2): We first bound the probability that
the event Bad-1 occurs. Note that for each a; generated by C in

1V

answering the 7-th signature queries, it is distributed uniformly
over the set A. In the RO model, there are two cases to cause
Bad-1 to occur:

* Case-1: For some 7, 1 < ¢ < g4, F ever successfully
guessed the value a; in one of its gy random oracle
queries. Thus, the probability that C fails in Case-1 is at
most grqs/|Al.

e Case-2: Forsomei,1 < ¢ < g,, the value a; has ever been
generated in dealing with the j-th signing oracle query,
j < i. By the birthday paradox, the probability that C fails
in Case-2 is at most g5(g; — 1)/2|AJ.

Thus, we have that the event Bad-1 occurs with probability
at most epea1 < ¢s(2¢5 + ¢s — 1)/2|Al. Conditioned on the
event Bad-1 does not occur, which is denoted as — Bad-1 , the
signature simulation by C is perfect. Here, a point worthy of
noting is that I'-protocol is defined w.r.t. standalone (perfect)
SHVZK, but in our analysis the forger # concurrently interacts
with the signer (or the simulator C). As the simulation by C is
straight-line perfect zero-knowledge in the RO model, this does
not pose a problem in the concurrent setting. Specifically, by a
simple hybrid argument, concurrent perfect zero-knowledge can
be reduced to the standalone straight-line perfect zero-knowl-
edge in the random-oracle model.

Suppose with probability ¢, F outputs a successful forgery
(m.d, z) in its real interactions with the signer. Let o be the
value determined from (d,e = h(m),z). With probability at
most 1/|D|, the random oracle f has not been defined over a
(i.e., there exists no a record of the form (.J, a, d) in T). Also,
the probability that a collision occurs (i.e., h(m) = h(m;) but
m # my; forsomei, 1 < i < g,)is at moste,,.. We conclude that
conditioned on =Bad-1, with probability at moste —1/|D|—e..,
F will output (m, d, z) satisfying all the three conditions F1, F2
and F3. Thus we have acc > (1 — ¢,(2q7 + g5 — 1) /2] A])(e —
1/ID| — eer)- (]

Note that if F did not abort and .J € {1,...,¢s}, as the
record of (J, a, d) is put into T' (i.e., C has defined f{a) = d)




290 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 8, NO. 2, FEBRUARY 2013

only if C has successfully answered the .J-th signature query
made by F on a message mj, it implies that the tuple
(my,a,d,e; = h(my),zy) is well defined. We further con-
sider two cases: (1)ym = my and thus (a.d,e) = (a.d, ey).
In this case, by the definition of I'-protocol the last-round
value z is determined by (a,d,e) = (a,d,e;), we have
that (m.a,d,e,z) = (m,a,d,ey,zy). This contradicts
the fact that the forged signature (m.d,z) is valid, i.e.,
(m,d,z) & {(mi,di,z1),...,(mg,.dq.,24.)}. Equa-
tion (2ym # 'my. For this case, by the condition F3 that
e = h(m) # h(mjy), we have that if F did not abort and
J € {l,...,qs} we will get two conversations (a,d, e, z)
and (a,d,e;,zy) for e # e; on the same public-key PK
and the same first round message (a,d), from which the se-
cret-key SK can be computed. That is, if F did not abort and
J € {1,....qs}, we can directly compute the secret-key SK,
and we do not need to run the forking algorithm Fp(PK)
associated to C in this case.

On the other hand, if 7 did notabortand .J & {1,...,q,}, the
algorithm B runs the forking algorithm Fi:( PK) associated to
C on PK (by reviewing the key generation algorithm KeyGen
as the generator /(& in the definition of general forking lemma).
By the general forking lemma, with probability at least frk >
acc(ace/§ — 1/|D|), Fe will return back two conversations of
the form (a, d, e, z) and (a,d’,¢’, 2') on PK, where d # d’ or
e # €', from which the secret-key SK can be computed in time
t.. conditioned on (d, e, d’, ¢') satisfy the random e-condition.
As the hash function 4 is (¢, £4,., ) -target one-way, we have that
with probability at least &’ = frk — &40.,, B will output the
secret-key SK and thus break the one-wayness of the OWF F'.
The running time ¢’ of B is 2t + 2¢sts + ter + O(qy). O

We did not make a quantitative comparison between the anal-
ysis in [28] for Schnorr’s signature and our analysis for I'-sig-
natures, for the following reasons: (1) they use different forking
lemmas, and (2) they proved w.r.t. different security definitions.
We note that if we base the analysis of [28] (for standard exis-
tential unforgeability [17]) also on the general forking lemma
[7], unforgeability (under concurrent interactive attacks) using
as far as we can see, the major difference between the analyses
will be the quantity £, (that is at most g /|E| assuming A is
also a RO as discussed in Section III-C) introduced on the secu-
rity of the real hash function A for I"-signatures.

A note on the RO f. Recall that, for presentation simplicity,
we have assumed that the length of d and that of ¢ are identical,
i.e., both of them are { (as in practice the hash functions £ and f
can be the same). However, according to the above (1) and (2)
specified in Theorem 3.3, supposing ¢ is nonnegligible, in order
to conclude &’ is also nonnegligible it is actually sufficient to
assume the value 1/|D| (as well as the values &., and £4,,) is
negligible in .

With the ['-signatures for DLP as an example, we can set
D = {0,1}" \ {0}, where k = w(logl); that is, the output
of the RO f can be set to be w(log!) in general, conditioned
on that ., and &;,,, are negligible in /. We remark that all the
I'-protocols developed in Section III-A work also for such a
smaller D = {0,1}*°¢D \ {0}. As clarified in Section ITI-C
(page 7) on “target one-wayness in the random-oracle model”,
if the hash function A is also assumed to be a random oracle,

target one-wayness and collision-resistance of the RO A hold
automatically. Thus, supposing 4 is also a RO, it is okay to just
set the output length of f to be w(log!). On the other hand,
as clarified in Section III-C (page 7) on the target one-wayness
implication of collision resistance (relative to D) in the plain
model, we may want [D|/|€] & 2 /2! to be nonnegligible in /
(e.g., I — £ = O(log])). Supposing I = 160, we may suggest
that the output length of f is set to be 128 bits in practice.
Note that, for the security of Schnorr’s signature, the RO
h needs to be resistant to a special kind of collision attack,
referred to as prefix-fixed collision attack. Specifically, given
e = h(a = ¢g",m), no efficient algorithm can (with nonneg-
ligible probability) output a collision of the form (a,m') such
that h(a,m) = h(a,m’) but m # m’; otherwise, the secu-
rity of Schnorr’s signature will be totally broken. However, the
I"-signatures developed in this work do not suffer from such a
prefix-fixed collision attack on the underlying RO f, as only the
value a is put into the input of f. the analysis of I'-signatures for
DLP employs a weaker random oracle than that of Schnorr’s.

IV. DISCUSSIONS, AND FUTURE INVESTIGATION

A. T'-Signatures versus Schnorr’s Signature

We make comparisons between Schnorr’s signature and the
I'-signatures for DLP (namely, the I' — 1 and I' — 2 schemes)
presented in Section II11-B2.

Offline storage complexity. For implementation of Schnorr’
signature over (the subgroup of order ¢ of) Z*, where typically
p is of 1024 bits and q is of 160 bits, and supposing the signer
precomputes g, values of a’s, the offline space complexity of
Schnorr’s signature is (|p| +|¢|)g., which is significantly larger
than that of I' — 1 (i.e., 2|q|g.) and that of I' — 2 (i.e., 3|g|gs)-
For implementations of Schnorr’s signature and I'-signatures on
certain elliptic curves over finite field 7, the value a is an el-
liptic curve point that is typically represented by a pair of coor-
dinates (z,y) € F, q2 In this case, the offline space complexity
of Schnorr’s signature is 3|g|gs that is still much larger than the
complexity 2|g|gs of I' — 1.4

Support public or private D. As discussed in
Section III-B2, for I' — 1 (respectively, I' — 2) scheme, the
signer can offline precompute {(dy,d1r1),...,(d,, . dg.7¢.)}
(respectively, {(d1,diw), ..., (d,,,dq, w)}, where d; = f{a;)
and a; = ¢, 1 < i < ¢s. Moreover, the set of values
D = {dy,...,d,,} can be stored in a public storage, or stored
in private at the side of the verifier. This further reduces
the offline storage complexity of the signer (e.g., the offline
storage complexity of I' — 1 is reduced to be only |g|gs in
this case), and allows the verifier to offline precompute some
intermediate values (e.g., d ') enabling more efficient online
signature verification. In particular, if the message to be signed
is prepared by the verifier, the verifier can also precompute
the value y°¢ ' (respectively, 4°). In this case, the online

4We also note that the presentation of an elliptic curve point can be made more
concise, e.g., by just using its 2:-coordinate [9]. However, with such a condensed
presentation of elliptic curve point, the signer needs to recover the y-coordinate
when generating signature (i.e., the value e = h(a,m)) in the online phase,
which incurs much additional online computational complexity and may violate
the spirit of online/offline signatures. In this sense, I' — 1 signature still enjoys
better online/offline efficiency than Schnorr’s signature does in this case.
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signature verification (upon receiving the component z) needs
only about one modular exponentiation. In addition, similar to
designated verifier signatures, I'-signatures with private D kept
by the verifier also enable privacy-preserving authentication,
which are useful and desirable for certain application scenarios
(e.g., RFID or wireless sensor authentication). All these
advantageous features of I' — 1 and I' — 2 schemes make them
much preferable for deployments by power and storage limited
signers (e.g., RFID tags, wireless sensors, and smart-cards).

We note that Schnorr’s signature does not support these ad-
vantageous features. One may suggest for the Schnorr’s signa-
ture signer to offline precompute 4 = {a; = ¢"....,a,, =

"2: }, and store A in public (or send A to the verifier in the
ofﬁme stage). However, such a solution has the following dis-
advantages: (1) The signer still needs to store A locally. Other-
wise, when the 7-th message m; to be signed is presented, the
signer needs to recover the corresponding a; (from the public
storage or from the verifier), which can cause much communi-
cation overload. (2) We do not know how to prove the security
of such a solution in the random-oracle model.

Ease of deployment for interactive protocols. For
Schnorr’s signature, the value e = h(a,m) can only be
generated and sent after the message to be signed is presented.
However, for I'-signatures, the value d = f(a) can be sent
to the verifier before the message to be signed is known. This
much eases the deployment of I'-signatures within interactive
protocols. Consider the I'-signature based implementation of
the (simplified) IKEv2 protocol [21], [22]: (1) In Round-1,
player A sends (X = ¢°, Ld3). (2) In Round-2, player B sends
(Y =4gY,dg).03) InRound 3, Asends (A, z4),where(d;,z;)
is A’s signature on the message M/ACA(A X.,Y) where K
is derived from ¢*¥. (4) In Round-4, B sends (B, zp), where
(dy,zp) is B’s signature on the message M ACy (B,Y, X).
For such a I'-signature based IKEv2 implementation, aftelr
receiving dy in Round-l, B can also precompute yeAdA
(respectively, €47 4) for I' — 1 (respectively, I' — 2), where
€y = hMACK (B Y, X)). In Round-3, after receiving =,
B computes g zady’ (respectively, g4) to finish the signature
verification for I' — 1 (respectively, I' — 2). The same holds for
player A. In comparison with the FS-signature based IKEv2
implementation, this I'-signature aided implementation of
IKEv2 protocol enjoys better balanced communication flows
and computational loads.

On another variant of Schnorr’s signature. In this work,
we also consider another FS-paradigm variant, which trans-
forms a 3-round public-coin protocol (a, e, z) into a signature
as follows: Letting f and A be two hash functions, on a message
m to be signed, it computes d = f(a), e = h(d, m) and outputs
(e, z) as the signature. This variant can enjoy the same offline
storage complexity as I' — 1 signature, but I' — 1 signature with
public or private D (as clarified above) still enjoys much better
offline storage complexity. We do not focus on this variant in
this work, for the following reasons: (1) We do not know how
to prove its standard existential unforgeability [17] assuming
one of f,h is a real hash (and only one of them is assumed
to be RO). (2) Assuming both f and A to be ROs (or, alterna-
tively, assuming to use a single RO twice with each signature
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generation), we note that the security reduction for this variant
may be much looser than that of the original Schnorr scheme
analyzed in [28], due to the birthday paradox caused by the
issue of € = h{f(a), m) versus ¢ = h(a,m). (3) This variant
does not well support deployments in concurrent interactive
settings. Specifically, the signer cannot first send e before
knowing the actual message to be signed.> (4) This variant still
does not support public or private D = {d;,...,d,,}, as when
the message m to be signed is presented the signer still needs
to get back the corresponding value in D.

B. T'-Signatures versus DSS

We note all performance advantages of DSS are essentially
preserved with I' — 1 and I’ — 2 schemes. We also note that the
techniques proposed in [27] for improving the performance of
DSS in certain scenarios, e.g., signature batch verification and
compression, are also applicable to our I'-signatures for DLP. In
addition, I"-signatures have the following advantages over DSS.

Provable security. We have shown that the I'-signatures are
strongly existential unforgeable under concurrent interactive at-
tacks in the RO model, assuming only f is a RO. The prov-
able security of DSS (for the standard existential unforgeability
under adaptive chosen message attack [17]) is still unknown,
even if both f and h are assumed to be ROs.

Offline storage complexity. Supposing ¢, values of u’s are
precomputed, the offline space complexity of I' — 1 (respec-
tively, I' — 2) is 2|g|¢s (respectively, 3|¢|gs), while that of DSS
is 3[qlqs.

Computational efficiency in total.® The computational com-
plexity of signature generation in total for both I'—1 and I'—2 is:
one modular exponentiation, two modular multiplications, one
modular addition and two hash operations. Besides essentially
the same operations needed for I'—1 and I — 2 signature genera-
tion, the DSS signature generation additionally needs to perform
one modular inversion (i.e., r~!). We remark that modular in-
verse is a relatively expensive operation (which is typically per-
formed by the Euclid algorithm), and is thus much preferable
to dispense with (particularly for deployments with low-power
device, e.g., RFID tags or wireless sensors).

The computational complexity of signature verification for
I' — 2 is: one simultaneous exponentiations (which amounts to
about 1.3 exponentiations [26]), one modular multiplication and
two hash operations. Besides essentially the same operations,
the signature verification for DSS needs to additionally perform
one modular inversion and one modular multiplication.

Online signature verification. We consider the online effi-
ciency of signature verification for the case when the value d is
known to the verifier in advance, e.g., with public or private D

5To support interactive deployments, one way is to include d also into the
signature. That is, the signer can first send ¢, and then send (e, =) only after the
message to be signed is presented. However, this way, the signature length is
significantly increased (from 2|¢| to 3|q|).

®In the efficiency comparisons between T'-signatures for DLP versus DSS,
for presentation simplicity, we assume the computation of d = f(a) in DSS is
counted as computing a hash function. Recall that, for DSS over elliptic curves
f(a) simply equals the x-coordinate of @, while for DSS over Z> f(a) =
o mod ¢ which is less efficient than that of elliptic curve based DSS implemen-
tation. Nevertheless, in any case, this is not a dominant factor in the efficiency
comparison.
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TABLE 1
COMPARISONS AMONG I' — 1, I' — 2, DSS AND SCHNORR’S
-1 -2 DSS Schnorr
Provable standard v Vv 1 v
security [“concurrent interactive v V4 1 1
Support public or private d Vv Vv Vi X
Support interactive deployment Vv N X
Offline wi/o. public/private d 2|q| - gs 3lql - gs 3lq| - gs (Ipl+lql) - gs
storage w. public/private d lq] - qs 2|q| - gs 2|q] - gs 1
Sign Offline 1te+1t,,+1ty 1te+1t,,+1ty 1to+1t+2t,,+1ty 1t,
Online 1t +1t+1ty 1t +1t,+1ty 1t +1t+1ty 1t +1t+1ty
Verification Ttge+1t 42ty +2ty | ltget+lt,+2ty | 1tge+1t+2t,,+2ty ltsetlty
Online verification
(d and m known) lte+1t,+1ty lte+1ty 1tge+1t+2t m+1t gy €

as discussed above. In this case, for verifying a DSS signature
(d, z), the verifier has to online compute 2 = ! (which is a
relatively expensive operation as mentioned above), two mod-
ular multiplications of 2 and dZ, and the full (hashed) simulta-
neous-exponentiation f(g°*y?*), as the value z is known to the
verifier only when the signature comes to it. That is, previously
knowing both the value d and e does not accelerate the online
signature verification for DSS. In comparison, the knowledge
of d allows the I' — 1 signature verifier to offline precompute
the value d—1, thus avoiding online modular inversion, while
I" — 2signature verification does not need to compute d~at
all. Moreover, suppose the message m to be signed (and thus
e = h(m)) is also known to, or prepared by, the verifier before-
hand (which can be quite common in certain scenarios). Then,
the verifier of I' — 1 (respectively, I' — 2) can also offline pre-
compute the value y?  (respectively, y°¢), and in this case the
online signature verification essentially needs only about one
modular exponentiation.

Offline signature generation. Besides essentially the same
other precomputations, the DSS signer needs to perform one
modular inverse 7 ~! and two modular multiplications for com-
puting dwr ~1, but the signer of I' — 1 (respectively, I' — 2) needs
to offline perform only one multiplication dr (respectively, dw).

The comparisons among I' — 1, I' — 2, DSS and Schnorr’s are
also briefly summarized in Table I (page 10). In the table, denote
by #s. the time needed for performing one simultaneous expo-
nentiation (which amounts to about 1.3 exponentiations [26]),
by #. the time needed for performing one modular exponentia-
tion, by 77 the time needed for performing one modular inver-
sion, by %,,, the time needed for performing one modular mul-
tiplication, by %, the time needed for performing one modular
addition, and by ¢ i the time needed for performing one hashing.
For provable security, by “standard” we refer to the standard ex-
istential unforgeability under adaptive chosen message attack
[17], while “concurrent interactive” refers to our strong exis-
tential unforgeability under concurrent interactive attacks (de-
fined in Section III-D) assuming only one of f and A is a RO.
Offline storage is for that of ¢, precomputed a’s. The symbol
“1” stands for “unknown” or “unapplicable”. From the com-
parisons, we can see that the I'-signatures combine, in essence,
the advantages of both Schnorr’s and DSS, while saving from
the disadvantages of them both.

C. Future Directions

We conclude this work by discussing some directions for fu-
ture explorations.

In the security analysis for I"-signatures, we used a real hash
function / that is both CR- and TOW-secure, and a function f
that is modeled to be a random oracle. A first question is to show
whether I'-signatures are still provably secure without relying
the random oracle but under some reasonable (even nonstan-
dard) assumptions on the hash function f. Also, it is interesting
to investigate the target one-wayness property for existing cryp-
tographic (collision-resistant) hash functions.

As the FS-paradigm is fundamental and central to the litera-
ture of digital signature (and its various advanced variants), an-
other future direction is to find more applications of the I'-trans-
formation in other areas, e.g., blind signatures, multisignatures,
and forward-secure signatures.

Abdalla, et al. [1] showed the minimal conditions on any
3-round public-coin protocol in order to ensure the security
of the signature scheme derived via the FS-paradigm in the
random-oracle model. Can we show a similar result for the
I'-transformation? Towards this goal, we have observed that the
hash function 4 may also have to be modeled to be a random
oracle (and thus, in general, the potential results in this direction
may be incomparable with the results in the current work).

Finally, we notice that there exist several other variants of the
FS-paradigm in the literature [2], [24], [25], for tighter security
reductions and/or for obtaining lattice-based signature schemes,
etc. Another interesting question is to investigate the relation-
ship among the existing FS-paradigm variants and our proposal,
and to examine whether some approaches used in [2], [24], [25]
can also be applied or adapted to the transformation method pro-
posed in this work.

APPENDIX
BASICS

Y-Protocols:

Definition A.1 (3-Protocol [11]): A 3-round public-coin
protocol {P, V) is said to be a Y-protocol for an AP-relation
R if the followings hold:

* Completeness. If P, V follow the protocol, the verifier al-
ways accepts.
* Special soundness. From any common input U of length

n and any pair of accepting conversations on input U,

(a,e,2) and (a,€’,2") where e # ¢, one can efficiently

compute w such that (U,w) € R with overwhelming

probability. Here a, e, z stand for the first, the second and

the third message respectively and e is assumed to be a

string of length [ (that is polynomially related to n) se-

lected uniformly at random in & C {0, 1}, It is required
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that the value z (respectively, a) be uniquely determined

by (U, a, e) (respectively, (U, e, z).

« Statistical/perfect special honest verifier zero-knowledge
(SHVZK). There exists a probabilistic polynomial-time
simulator S, which on input U/ (where there exists an
N'P-witness w such that (U, w) € R) and a random chal-
lenge string ¢, outputs an accepting conversation of the
form (d, é, 2), with the distribution identical or statistically
close to that of the real conversation (a, ¢, z) between the
honest P(w), V on input U.

The first X:-protocol (for an AP-language) in the literature
can be traced back to the honest verifier zero-knowledge
(HVZK) protocol for Graph Isomorphism [16] (but the name
of >-protocol is adopted much later in [11]). A large number of
practical X-protocols for various number-theoretic languages
have been developed up to now (e.g., [19], [30]).

>.-Protocol for DLP [30]. The following is a >-protocol
(P, V) proposed by Schnorr [30] for proving the knowledge of
discrete logarithm, —w € Z,, for a common input of the form
(p.q,9,y) suchthaty = g~ * mod p, where p, ¢ are primes and
g is an element in Z; of order ¢. Normally, the length of ¢, de-
noted |¢|, is served as the security parameter.

* P chooses r at random in 7, and sends @ = ¢" mod p to

V.

* V chooses a challenge ¢ at random in {0, 1}! and sends it
to P. Here, [ is fixed such that 2! < g.

* Psends z = r + ew mod ¢ to V', who checks that g*y* =
a mod p, that p, ¢ are prime and that g, y are of order ¢,
and accepts iff this is the case.

The Fiat-Shamir Paradigm and Schnorr’s Signature:
Given any Y.-protocol (a,e,z) on common input U (which
will be served as the public-key), the Fiat—Shamir paradigm
collapses the X:-protocol into a signature scheme as follows:
(a,e = h(a,m), z), where m is the message to be signed and
h is a hash function. Note that, for actual signature schemes
derived from the Fiat-Shamir paradigm, the generated signa-
ture only consists of (e, z) as the value ¢ can be computed
from (e, z). The provable security of the general Fiat-Shamir
paradigm is shown by Pointcheval and Stern [28] in the random
oracle model [8] (assuming 4 to be an idealized random oracle).
At the core of the security arguments of [28] is a forking lemma,
which is later abstracted and generalized in [1].

Schnorr’s signature scheme. The signature scheme ob-
tained by applying the Fiat-Shamir paradigm on the above
Schnorr’s Y -protocol for DLP is referred to as Schnorr’s sig-
nature scheme. Note that, for Schnorr’s signature scheme, the
signer can precompute and store a list of values (& = ¢",r).
Then, to sign a message m, it only online computes ¢ = h(a, 1)
and z = r 4+ ew mod ¢. Upon (m, e, z) the verifier accepts if
e € Zy and h(g*y®,m) = e.

The Digital Signature Standard (DSS): The general struc-
ture of DSS [15] is as follows:

 Public-key: U = (p,q.9,y), where y = ¢g* mod p and
we— 7.

» Secret-key: w.

« Signature generation: Let . € {0,1}* be the message to
be signed.
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1) Compute ¢ = ¢g" mod p, where r is taken randomly
from Z,. Compute d = f(a), where f : {0, 1}* — Z7
is a conversion function.”

2) Compute z from the equation h(m) = zr—dw mod g,
as follows:

— Compute # = 7 1.

— Compute z = (h(m) + dw)?, or z = h{(m)# + dw?
with offline precomputed dw#, where A is a hash
function.

3) Output (d, z) as the signature.

* Signature verification: Given (i, d, z) where d, z €
Zy, the verifier verifies the signature roughly as
follows:

— Compute e = h(m).
— Compute Z = 2z~
— Verify f(g“*y**) = d.

The DSS signer can offline precompute a list of values a’s
(just as in Schnorr’s signature), but contrary to Schnorr’s signa-
ture, the DSS signer does not need to store these precomputed
values. Instead, for each precomputed value a = g”, the DSS
signer can offline compute d = f(a),r ! and dwr—*, and only
stores (d, 71, dwr ). Actually, for smart-card based applica-
tions, the values (d, 1, dwr 1) 5 can be stored during the card
manufacturing process. Note that d,r !, dwr— ! € Z,, while
a € Z3. Asp is typically of 1024 bits while ¢ is of 160 bits, and
assuming the signer offline precomputes ¢, values of a’s, then
the offline storage complexity is reduced from (|p| + |g|)gs to
3|q|gs in comparison with Schnorr’s signature scheme.
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